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Abstract - Technology-facilitated gender-based violence
(TFGBYV) has become a critical threat to youth well-being in
digital environments, yet nationally representative evidence
from Mongolia has been limited. This study examines the
prevalence and gendered patterns of TFGBV among secondary
school pupils using data from a nationwide cross-sectional
survey (N = 17,908). Exposure was measured using 29 binary
indicators capturing diverse forms of digital violence, including
cyberbullying, hate speech, image-based abuse, impersonation,
hacking, sextortion, and online grooming etc., Descriptive
statistics were used to estimate prevalence, and chi-square tests
assessed gender differences. Results indicate that TFGBV is
highly prevalent, with the most common forms being hate
speech (23.2%), cyberbullying (21.5%), defamation (20.9%),
catfishing (19.9%), and cyberflashing (19.7%). Gender
differences were statistically significant for 27 of the 29
indicators. Cyberbullying and hate speech showed no significant
gender variation, whereas boys reported higher exposure to
control and intrusion-oriented behaviors (e.g., hacking, denial
of access, recruitment) as well as identity manipulation and
sexualized coercion (e.g., impersonation, deepfakes, sextortion).
Girls reported slightly higher exposure to cyberflashing. These
findings demonstrate that TFGBV is widespread and
structurally patterned by gender, underscoring the need for
gender-responsive digital safety education, strengthened
institutional responses, and targeted prevention strategies.

Keywords - Technology-facilitated gender-based violence,
gender differences, gender study, digital safety, Mongolia.

INTRODUCTION

The rapid digitalization of contemporary societies has
fundamentally transformed how young people communicate,
accessinformation, and participate in sociallife. Over the past
decade, the internet has become deeply embedded in the
everyday routines of youths, shaping their education,
entertainment, social interactions, and identity formation. In
Mongolia, digital engagement amongyouth hasrisen sharply;
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within the last five years alone, the total number of internet
users has increased by approximately 447,000. According to
DataReportal (2025) [1], approximately 2,900,000 people in
Mongolia were internet users, and internet penetration
accounted for about 83% of the total population. As young
people spend more time online, both the opportunities and the
risks associated with digital participation have intensified.

Although the internet provides unprecedented avenues for
learning and social connection, it has simultaneously created
new environments where harassment, exploitation,
discrimination, and violence can occurwith ease, anonymity,
and amplified impact. One of the most pressing emergent
concerns is technology-facilitated gender-based violence
(TFGBV) - a broad umbrella term referring to harmful acts
thatare committed, assisted, aggravated, oramplified through
digital technologies such as social media platforms,
messaging applications, and mobile devices [2], [3], [4].
These acts include cyberbullying, cyberstalking, gendered
hate speech, image-based abuse, non-consensual sexual
communication, online grooming, and coercive sexual
extortion [5], [6].

Despite rapid global growth in TFGBV research,
Mongolia lacksnational-levelempirical evidence, and digital
forms of gender-based violence remain largely absent from
public policy discourse. A recent multi-sectordialogue led by
the National Human Rights Commission noted that TFGBV -
especially cyberbullying and online harassment is increasing
amongboth higherand generaleducation students butremains
poorly defined and insufficiently addressed in legal and
regulatory frameworks [7]. Until the present study, no
nationwide quantitative research had examined the
prevalence, typologies of TFGBV amongMongolian youths.

To address this critical gap, the present study draws on one
of the largest national adolescent datasets collected in
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Mongolia (N = 18,044)to examine the prevalence of TFGBV
among secondary school pupils.

Beyond its academic contribution, this study offers
actionable evidence for improving digital safety education,
teacher and staff training, school-based reporting
mechanisms, and national policy development. Given that
most Mongolian students prefer to disclose TFGBV
experiences to family orpeers ratherthan to schoolauthorities
[7], the findings underscore the urgent need to strengthen
institutional capacity and trust.

In sum, this research provides the first comprehensive
empirical portrait of TFGBV among Mongolian youths and
positioned to inform both nationalpolicy and global TFGBV
scholarship.

THEORITICAL FRAMEWORK

Digital  technologies have profoundly reshaped
interpersonal communication, creating new possibilities for
interaction while simultaneously generating conditions for
novel forms of violence, harassment, and discrimination [2],
[4]. Within this evolving digital environment, Technology-
Facilitated Gender-Based Violence (TFGBV) has emerged as
a comprehensive framework for understanding harmful
behaviors that are committed, assisted, aggravated, or
amplified through digital tools including mobile devices,
socialmedia platforms, messagingapplications, and advanced
technologies such as artificial intelligence and deepfakes [5],
[4]. Although earlier studies employed a range of overlapping
terms-such as technology-facilitated abuse (TFA),
technology-facilitated sexual violence (TFSV), and
technology-facilitated gender and sexuality-based violence
(TFGSV) to capture different dimensions of digital harm [2],
[8], recent guidance from UN Women advocates for the
unified use of the term TFGBV to enhance conceptual clarity
and cross-study comparability [4].

This  conceptualization  highlights
characteristics of TFGBV:

three core

e  First, digital mediation meansthat technology is not
a passive conduit but an active agent that can
facilitate, accelerate, and scale harmful behaviors.

e Second, gendered power dynamics underscore how
structural inequalities, stereotypical norms, and
intersectional hierarchies relating to gender and
sexuality shape individuals’ vulnerability to online

harm [9], [8].
e Third, TFGBV is inherently multidimensional
digital acts produce enduring physical,

psychological, social, and economic consequences,
further blurring the boundaries between online and
offline victimization [2], [3].

International scholarship generally categorizes TFGBV
into four dominant typologies. International scholarship
typically identifies four major TFGBV typologies:

(1) cyber sexual harassment (e.g., unsolicited sexual
messages, pervasive sexualized harassment);

(2) image-based sexual abuse (IBSA) (e.g, non-
consensual sharing of intimate images, deepfakes, digital
voyeurism);

(3) technology-assisted sexual coercion and assault (e.g.,
sextortion, blackmail, coercive demands); and

(4) gender and sexuality-based harassment (e.g., hate
speech, impersonation, doxing, outing) [5], [3].

Collectively, these typologies highlight that TFGBV
operates alonga continuum-from seemingly minor insults and
degrading comments to severe violations with long-term
consequences and that youths are increasingly exposed to
multiple forms simultaneously [2], [8].

Digital platforms intensify the likelihood and severity of
TFGBV due to several distinctive structural features.
Anonymity and pseudonymity reduce accountability and
embolden perpetrators [2]. Virality and permanence allow
harmful content to circulate rapidly and persist indefinitely
beyond the victim’s control [6]. Networked digital
environments enable coordinated harassment by multiple
perpetrators or entire communities, amplifying the emotional
and social impact [2]. Furthermore, constant connectivity
eliminates traditional boundaries of time and space, meaning
that violence can occur continuously without respite [10].
These dynamics make TFGBV uniquely invasive and difficult
to escape.

Research from various regions indicates that youths are
particularly vulnerable to TFGBV due to their high levels of
digital engagement, developmental sensitivity, and peer-
driven online cultures [3], [8]. Studies from Australia and
Europe report high rates of cybersexualharassment and IBSA
amongteenage girls, as well asconsiderable exposure to hate
speech and cyber aggression among boys [5], [6]. Meta-
analyses further demonstrate that technology-facilitated
sexualviolence is widespread, frequently normalized by peer
groups, and strongly associated with emotionaland behavioral
problems [6]. Despite this, reporting rates remain low,
especially among marginalized groups, due to limited digital
literacy, stigma, and inadequate institutional support [9], [8].

TFGBV is consistently linked to a range of adverse
psychological outcomes. Victims frequently experience fear,
anxiety, anger, shame, self-blame, and social withdrawal [2],
[3]. These emotional impacts extend to academic
performance, relationships with peers and family,and overall
health and well-being, with some victims developing long-
term trauma symptoms [5], [6]. Scholars increasingly
emphasize that the psychological effects of TFGBV can be
equalto, or more severe than, those associated with offline
gender-based violence, particularly given the persistence,
uncontrollability, and public visibility of digital traces [6].

In response to TFGBV, youths tend to utilize two broad
categories of coping strategies. Problem-focused coping
involves actions intended to reduce oreliminate harm, such as
reporting incidents, blocking perpetrators, documenting
evidence, seeking help, and adjusting privacy settings [2], [9].
When supported by effective institutional mechanisms, these
strategies can interrupt cycles of violence and reduce
psychological distress. Avoidance coping, however, includes
ignoring incidents, minimizing their seriousness, withdrawing
from digital spaces, or deactivating accounts [11], [8].
Although avoidance may offer short-term emotional relief,
research shows that it often exacerbates long-term distress
because underlying threats remain unresolved [6]. Thus,
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coping strategies play a mediating role in shaping the
relationship between TFGBV exposure and psychological
outcomes.

Gender differences further complicate the landscape of
TFGBV. While girls are frequently recognized as primary
victims of sexual harassment and IBSA [5], [2], recent
evidence indicates that boys also experience high levels of
digital victimization-particularly through coercive behaviors,
hate speech, and cyber aggression [6], [8]. Boys may be less
likely to disclose victimization due to socialstigma and gender
norms, resulting in hidden or underreported male
victimization [2]. Findings from the present Mongolian
dataset align with this emerging international evidence,
revealing higher rates of TFGBV exposure among boys than
girls across multiple categories [7]. This result is also
consistent with the findings of a study conducted among a
limited sample of university students titled “Technology-
Facilitated Gender-Based Violence: Evidence from Gender
Differences among Students” which reported similar patterns.

Schools play a centralrole in preventing and responding
to TFGBYV, as they are primary environments where youths
socialize and where online and offline violence often intersect.
However, evidence across countries indicates that institutional
responses remain weak. Teachers often lack trainingand clear
protocols for addressing TEFGBV; reporting mechanisms are
underutilized; and students tend to trust family and peers more
than school authorities or law enforcement [2], [7]. Digital
safety education is often fragmented and rarely integrated
systematically into curricula [8]. These challenges are evident
in Mongolia, where nearly half of surveyed students reported
never receiving information about TFGBV from teachers or
school staff [7].

In summary, the existing literature highlights major gaps
that the current study seeks to address the absence of national-
level TFGBV data among Mongolian youths.

By addressing this gap, the present study provides the first
comprehensive statistical mapping of TFGBV among
Mongolian secondary school pupils, conducts subgroup
analyses by gender and grade level, and contributes empirical
evidence to inform nationaldigital safety policies and school-
based interventions.

METHODOLOGY

This study employed a quantitative, cross-sectional
research design to examine the prevalence and patterns of
technology-facilitated gender-based violence (TFGBYV)
among secondary school pupils in Mongolia. The primary
objective was to documentthe extent of TFGBV exposure and
describe differences across gender and grade levels using
descriptive statistical analysis.

The target population comprised students in Grades 6
through 12 enrolled in public secondary schools across
Mongolia. A multi-stage, school-based sampling approach
was used to ensure nationalrepresentativeness. First, schools
were selected from all nine districts of Ulaanbaatar and the
twenty-one provinces. Second, all students in these schools
were invited to participate via anonline survey link distributed
through official school communication channels. A total of
18,044 students responded to the survey, of whom 17,908
provided valid responses that were included in the analysis. Of
these respondents, 6,350 were boys (35.5%) and 11,558 were

girls (64.5%), ranging in age from 11 to 18 years. The sample
reflected broad geographic, socioeconomic, and digitalaccess
diversity, supporting generalizability to the national
population of Mongolian secondary school pupils [7].

Data collection took place between November 12 and
December 24, 2025, through a secure online survey
administered in collaboration with the National Human Rights
Commission and City University of Mongolia. Students
accessed the survey using mobile phones, tablets, or school
computers. Prior to participation, all respondents were
presented with an information sheet outlining the study’s
purpose, confidentiality protections, anonymity, voluntary
participation, and the right to withdraw at any time. Informed
consent was obtained electronically, and no personally
identifiable information was collected. Ethical approval was
granted by the City University of Mongolia, with formal
endorsement from the National Human Rights Commission.

The survey measured TFGBV exposure using 29 binary
(Yes/No) indicators capturinga wide range of digital violence
behaviors, including hate speech, cyberbullying, cyber sexual
harassment, image-based sexual abuse (e.g., upskirting,
creepshots, digital voyeurism), impersonation, doxing,
hacking, sexualcoercion or sextortion, deepfake exploitation,
technology restriction, and online grooming [2], [5], [3].

Data analysis was conducted using SPSS version 29.0.
Procedures included data cleaning, coding, and the
computation of descriptive  statistics  (frequencies,
percentages,and cross-tabulations). TFGBV prevalence rates
were calculated foreach indicatorand summarized by gender
and grade level. Group differences were examined using
cross-tabulated distributions to illustrate patterns of exposure
across demographic categories. These analyses provided
baseline insights into TFGBV exposure among Mongolian
secondary school pupils and enabled the identification of
high-risk groups for future in-depth analytical studies [7].

Sample characteristics

A total of 17,908 secondary school pupils provided valid
responses to the demographic section of the survey. The
gender distribution showed that 35.5% were boys (n = 6,350)
and 64.5% were girls (n = 11,558). Participants’ ages ranged
from 11 to 18 years (M = 14.12), with the largest age groups
being 13-15-year-olds, who collectively comprised more than
48% of the sample.

Regarding household composition, the majority of
respondents (68.6%) lived with both parents, while 13.1%
lived only with their mother, 2.4% with their father, and the
remainderlived with grandparents (5.9%)or othercaregivers
(10.1%).

Students were also asked whom they typically turned to
when experiencing problems. More than half (54%) reported
relying on family members, followed by friends (29.3%).
Only a small proportion indicated they would seek help from
teachers (2.2%), social workers (2.2%), or law enforcement
agencies (2.2%), highlighting limited trust in formal
institutional support structures. Notably, only 1.7% reported
contacting the national child protection hotline (108), and
3.0% said they would seek help from a psychologist.

Participants identified the digital platforms where they
most commonly encountered online harassment or
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technology-facilitated abuse. More than half (54.6%) reported
Facebook as the primary venue, followed by NGL (4.8%),
Instagram (3.1%), Telegram (1.3%), and Roblox (1.2%). A
sizeable minority (25.7%) indicated no specific platform. The
category “Other platforms” accounted for 7.4%, suggesting a
wide variety of emerging digital spaces where violence may
occur.

Students represented grades 6 through 12, with relatively
even distribution across grade levels: Grade 6 (13.0%), Grade
7 (12.8%), Grade 8 (14.7%), Grade 9 (15.2%), Grade 10
(16.1%), Grade 11 (13.8%), and Grade 12 (14.3%).

Daily digital engagement was high. Only 8.4% spent less
than 30 minutes online per day, whereas the majority spent 2-
3+ hours online (52.9%), and almost 24% reported spending
4 or more hours per day on digital devices or social media.
Most students had 3-5 years of internet experience (58.2%),
with 21.5% reporting four years and 19.4% reporting three
years of use.

When asked who typically perpetrated online harassment
or violence against them, 30.1% identified strangers on social
media, 9.8% pointed to friends, 7.9% to classmates,and 94%
to online gaming partners. A substantial proportion (41.8%)
selected “Other,” suggesting varied or unidentifiable sources
of online harm.

Participants were drawn from all districts of Ulaanbaatar
and all 21 provinces, indicating wide national coverage. The
largest representations came from Dornod (12.9%), Khan-Uul
district (13.1%), and Darkhan-Uul(9.7%), ensuring adequate
regional diversity.

Finally, students were asked whether their schools or
teachers had provided any information on TFGBV or digital
safety. Responses were almost evenly divided: 50.7%
reported receiving such information, while 49.3% had not,
indicating inconsistency in digital safety education across
schools.

RESULTS

Descriptive analysis presented in Table 1 revealed that
multiple forms of technology-facilitated gender-based
violence (TFGBV) were widespread among Mongolian
secondary school pupils. The most prevalent form was hate
speech (23.2%), followed by cyberbullying (21.5%),
defamation (20.9%), catfishing (19.9%), cyberflashing
(19.7%), and flaming (19.0%).

Moderately prevalent forms included deadnaming
(18.6%), cyberstalking (17.6%), hacking (17.3%),
impersonation (17.3%), trolling (16.8%), cyberobsessional
pursuit (16.7%), and doxing (16.5%). Exposure to deepfake-
based synthetic sexual media (15.7%), denial of access
(15.6%), online harassment (15.1%), limiting or controlling
use of technology (14.5%), and image-based abuse (14.4%)
was also reported by a substantial proportion of respondents.

Less frequently reported forms of TFGBV included online
grooming (13.4%), electronically enabled financial abuse
(13.3%), recruitment (12.8%), revenge porn (11.7%), sexting
and abusive sexting(11.6%),shock and grief trolling (10.9%),
slut-shaming online (10.9%), sextortion (10.7%), and
upskirting, creepshots, and digital voyeurism (10.6%).

TABLE L PREVALENCE OF TFGBV BY TYPE (RANKED, %)
Rank TFGBY type MoHroJ1 H3pImJI %
(English)
1 Hate speech Y39H s1caH yr X3JuIsr 232
2 Cyberbullying LlaxuMm A93pasIxan 21.5
3 Defamation I'yTransr, H3p Tepa xannax 20.9
4 Catfishing Xyypmar Iyp acrax 19.9
5 Cyberflashing Canmap camyyH 3ypar, Ou4iIsT 19.7
WJITIIX
6 Flaming Canaaraif TOpOMMUIOX, IyTaax 19
7 Deadnaming Hoapuiir Hb 3eBHIOOpONTYH 18.6
JTWIDX
8 Cyberstalking Haxum opuuHA MOIITUX 17.6
9 Hacking Xyynb Oycaap HIBTPIX 17.3
10 Impersonation Oep XyHMH 1ypJ XyBHpax 17.3
11 Trolling OneeH xarrax, JOPOMXKIOX 16.8
12 Cyberobsession axumaap X063k MOLITHK 16.7
al pursuit JlapaMTiiax
13 Doxing XyBHUHH MAAIIIUNAT HUNTI 16.5
Tapaax
14 Deepfakes XuiMaa fype 6uaiIsr 15.7
(synthetic
sexual media)
15 Denial of access | Mbamaamiauiie XypTIdMKHIT 15.6
XsI3raapiax
16 Online OmnuaiiHaap JapamMTiiax 15.1
harassment
17 Limiting/control axum X3parissr XsHax, 14.5
ling use of Xs3raapiax
technology
18 Image-based 3ypart cyypwican | 14.4
abuse XY YHPXHUAIII
19 Zoom-bombing | Llaxumaap xamgax, mamdama | 13.8
nanax
20 Retaliations XoXuporduir mMkurypn | 13.8
against 3aHATXMHIIX
supporters  of
survivors
21 Online Xyyxaamii 6anruiie aryymraap | 13.4
grooming X0J600 TOTTOOX
22 Electronically IlaxuM caHXYYTHIH IapamT 13.3
enabled
financial abuse
23 Recruitment Ypxunat ancyyasx 12.8
24 Revenge porn Canap camyyH 3ypar, 6uwnr | 11.7
Tapaax gapamriax
25 Sexting & | Canap camyyH 3ypsac, 3ypar | 11.6
abusive sexting | mirasx, napamriax
26 Shock and grief | Hac 6apcan xyHuii Maa2ammap | 10.9
trolling JIOPOMIKIIOX
27 Slut-shaming Cagap camyynTtaii xonbon | 10.9
online JIOPOMIKIIOX
28 Sextortion Bonruiin mumxrad cypayyasr | 10.7
29 Upskirting, Hyynaap 3ypar aBax, 6uwnr | 10.6
creepshots & [ xmiix
digital
voyeurism

While UNFPA (2024) reports that 38% of women with
internet access experience technology-facilitated gender-
based violence, global evidence suggests that approximately
25-35% of men also report exposure to online abuse or
harassment, although prevalence rates are generally lower
than those observed among women [12], [10].

Chi-square tests of independence were conducted to
examine gender differences across 29 indicators of
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technology-facilitated gender-based violence (TFGV) (N =
17,908). Significant gender differences were observed for 27
of'the 29 indicators (see Table 2). Only cyberbullying and hate
speech did not show statistically significant gender variation,
indicating comparable exposure among men and women for
these two forms.

Across the remaining indicators, gender differences were
evident for a broad range of TFGV manifestations, including
pursuit and deception-related ~ behaviors (e.g.,
cyberobsessional pursuit, catfishing, cyberstalking, and
deadnaming) as well as identity manipulation practices such
as deepfakes, impersonation, and doxing. Control and
intrusion-oriented forms of abuse (e.g., hacking, denial of
access, limiting or controlling technology use, financially
enabled abuse, and recruitment) exhibited particulady
consistent gender differentiation.

Sexualized and coercive forms of TFGV, including
revenge porn, sexting and abusive sexting, sextortion, slut-
shaming, digital voyeurism, and shock-and-grief trolling, also
showed significant gender variation. Although most
associationsreached statistical significance, effect sizes were
uniformly small, indicating modest but systematic gender
differences across multiple forms of technology-facilitated
violence.

Taken together, these findings indicate that while highly
visible forms of online hostility such as cyberbullying and hate
speech affect men and women at similar levels, the majority
of TFGV indicators are structurally differentiated by gender,
particularly for forms involving technological intrusion,
identity manipulation, and sexualized coercion.

TABLE 1II. TABGENDER DIFFERENCES IN TECHNOLOGY-
FACILITATED GENDER-BASED VIOLENCE (N=17,908)
Indicator Men | Wo e df p Cra
(%) | men mer's
(%) \%
Cyberbullying 21.1 | 21.7 | 0.95 1 331 .007
Cyberobsessiona | 18.2 | 15.9 | 15.07 1 <.001 | .029
1 pursuit
Catfishing 235 [ 17.9 | 81.31 1 <.001 | .067
Cyberflashing 18.6 | 20.3 | 7.63 1 .006 .021
Cyberstalking 18.7 | 17.0 | 7.86 1 .005 .021
Deadnaming 20.4 | 17.5 | 21.75 1 <.001 | .035
Deepfakes 18.3 | 14.4 | 46.75 1 <.001 | .051
Defamation 21.9 | 20.4 | 5.85 1 016 .018
Denial ofaccess | 18.2 | 14.2 | 50.07 1 <.001 .053
Doxing 18.2 | 15.6 | 20.63 1 <.001 .034
Financial abuse | 16.8 | 11.3 | 106.29 | 1 <.001 .077
Flaming 19.8 | 18.5 | 4.60 1 .032 .016
Hacking 21.3 [ 15.1 ] 11073 [ 1 <.001 .079
Image-based 16.6 | 13.2 | 38.87 1 <.001 | .047
abuse
Hate speech 22.7 | 23.5 | 1.35 1 245 .009
Impersonation 19.2 | 16.3 | 24.11 1 <.001 .037
Limitingtechuse [ 17.1 | 13.1 | 52.86 1 <.001 .054
Online grooming | 14.4 | 12.8 | 9.28 1 .002 .023
Online 17.1 | 14.1 | 28.72 1 <.001 | .040
harassment
Recruitment 16.0 [ 11.0 | 91.74 1 <.001 | .072
Retaliations 164 | 12.3 [ 57.02 1 <.001 .056
Revenge porn 14.5 | 10.1 | 7591 1 <.001 .065
Sexting/abusive | 14.0 | 10.4 | 51.30 1 <.001 | .054
sexting
Sextortion 12.8 | 9.6 44.18 1 <.001 | .050
Shock & grief | 13.4 | 9.4 68.38 1 <.001 .062
trolling

Slut-shaming 134 | 9.6 61.23 1 <.001 .058
online

Digital 12.6 | 9.5 42.95 1 <.001 .049
voyeurism

Trolling 19.4 | 153 | 50.40 1 <.001 .053
Zoom-bombing | 154 | 13.0 [ 20.86 1 <.001 .034

* Note. Percentages represent prevalence within gender. 4> = Pearson chi-square statistic. df =
degrees of freedom. V = Cramer's V.

DISCUSSION

The present study provides the first nationaly
representative quantitative evidence on the prevalence and
gendered patterns of technology-facilitated gender-based
violence (TFGBV) among secondary school pupils in
Mongolia. The findings demonstrate that TFGBV is not a
marginal phenomenon but a widespread aspect of young
people’s digital lives, with substantial proportions of students
reporting exposure across all 29 measured indicators.

Consistent with international research [2], [3], [4], the
most prevalent forms of TFGBV in Mongolia were hate
speech, cyberbullying, defamation, and deceptive practices
such as catfishing. These highly visible forms of digital
hostility appear to constitute the dominant layer of online
victimization, reflecting everyday peer interactions and
normalized aggressive communicationstyles in digital spaces.
At the same time, a considerable proportion of students
reported exposure to more covert and invasive behaviors,
including hacking, impersonation, doxing, deepfake
exploitation, and image-based abuse, indicating that
Mongolian youths face a broad continuum of digital hamms
rather than isolated incidents.

The chi-square analyses furtherrevealed that genderplys
a statistically significant role in shaping TFGBV exposure
across the majority of indicators. While cyberbullying and
hate speech were experienced at similar levels by boys and
girls, most other forms showed systematic gender
differentiation. Boysreported higher exposure to control-and
intrusion-oriented behaviors (e.g., hacking, denial of access,
financially enabled abuse, recruitment) as well as identity
manipulation and coercive practices (e.g., impersonation,
deepfakes, sextortion). This pattern aligns with emerging
international evidence suggesting that male victimization in
digital contexts may be more strongly associated with
technical intrusion and coercive control [6], [8].

By contrast, girls exhibited slightly higher exposure to
cyberflashing and comparable or marginally higher levels of
cyberbullying and hate speech, suggesting that female
victimization remains more concentrated in direct verbal
harassment and unwanted sexualized content. These findings
challenge simplistic assumptions that TFGBV is exclusively
or primarily a female victimization phenomenon and instead
support a more differentiated, gender-responsive
understanding of digital violence.

Importantly, although effect sizes were small, the
consistency of gender differences across a large national
sample indicates that these disparities are not random but
structurally patterned. TFGBV among Mongolian youths
therefore appears to operate along two intersecting axes:
highly visible hostility that affects both genders similarly, and
technologically mediated coercion and manipulation that
disproportionately affects boys in this sample.
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A. Policy and Practice Implications

The findings have importantimplications for digital sa fety
policy and school-based interventions in Mongolia. First, the
high prevalence of TFGBV across diverse forms underscores
the need for comprehensive digital citizenship and safety
education that goes beyond cyberbullying to address
deception, image-based abuse, sextortion, and technologically
enabled coercion. Current educational efforts appear
fragmented, asnearly half of students reported neverreceiving
information about TFGBV from school staff.

Second, the observed gender differentiation suggests that
prevention strategies should be gender-responsive rather than
gender-neutral. Programs aimed at girls should focus on
protection from verbal harassment and unwanted sexual
content, while interventions targeting boys should address
risks related to hacking, coercion, and identity manipulation.
Teacher training and school protocols must therefore
incorporate a nuanced understanding of TFGBV typologies
ratherthan relying on a narrow focus on cyberbullying alone.

Third, the low reliance on formal reporting channels
highlights the need to strengthen trust in institutional
responses. Clear reporting mechanisms, confidential support
services, and integration with child protection and mental
health systems are essential for reducing underreporting and
mitigating long-term harm.

B. Limitations and Future Research

Several limitations should be acknowledged. First, the
study relies on self-reported data, which may be affected by
recall bias or social desirability, particularly for sensitive
behaviors. Second, the cross-sectional design does not allow
for causal inference regarding the relationship between
TFGBYV exposure and psychological oreducational outcomes.
Third, although the survey captured a wide range of behaviors,
it did not measure severity, duration, or perpetrator
motivations, which may shape the impact of victimization.

Future research should employ longitudinal designs to
examine the developmental consequences of TFGBV and
explore how coping strategies and institutional responses
mediate its effects. Qualitative studies could also provide
deeper insight into how youths interpret and experience
different forms of digital violence. Comparative studies across
countries in Central and East Asia would further strengthen
the globalrelevance of Mongolian evidence.

CONCLUSION

This study provides the first comprehensive national
portrait of technology-facilitated gender-based violence
among secondary school pupils in Mongolia. The results
demonstrate that TFGBV is widespread, multifaceted, and
systematically patterned by gender. While highly visible
forms such as cyberbullying and hate speech affect boys and

girls at similar levels, most other forms of digital violence
exhibit significant gender differentiation, particularly those
involving technological intrusion, identity manipulation, and
sexualized coercion.

By documenting the prevalence and structure of TFGBV
in a large adolescent population, this research contributes
critical empirical evidence to both national policy debates and
international TFGBV scholarship. The findings underscore
the urgency of integrating digital safety into education
systems, strengthening institutional responses, and adopting
gender-responsive prevention strategies. Without such
measures, digital spaces risk becoming normalized
environments of harassment and coercion for Mongolian
youths rather than platforms for empowerment and
participation.
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Abstract—on the core motifs of "Square and Circle" within
the Mongolian traditional pattern system, delving into the
philosophical connotations of the cosmology of '"round heaven
and square earth" and their diverse artistic expressions behind
them. Through a systematic review and critical examination of
relevant domestic and international studies, this paper
comprehensively analyzes the cultural symbolism, aesthetic
concepts carried by these two geometric motifs, and their
specific applications in historical artifacts, architecture, and
ornaments. The study innovatively adopts a mixed
methodology combining visual form analysis, semiotic
deconstruction, and geometric quantitative models to decode
their compositional principles, proportional relationships, and
dynamic generative logic. The findings reveal that these motifs
are not only crucial carriers for maintaining national visual
identity but also embody inherent design wisdom characterized
by high rationality and adaptability, demonstrating significant
transformative  potential for design innovation in
contemporary fields such as brand identity, digital interfaces,
and product styling. From a theoretical perspective of design
studies, this research deepens the understanding of ethnic
aesthetic systems and provides methodological references and
practical pathways for the modern translation and innovative
application of traditional visual culture.

Keywords—Graphic Design; Cultural Heritage; Aesthetic
Philosophy; Visual Analysis; Cultural Space Regeneration

L INTRODUCTION

Mongolian traditional pattern art, as a typical
representation of nomadic culture, profoundly embodies the
aesthetic system and philosophical wisdom formed by the
Mongolian people through their long-term practices in
production and daily life. Among its numerous motifs, "the
square and the circle" not only constitute fundamental visual
forms but also resonate with the cosmological concept of
"round heaven and square earth," carrying deep symbolic
meanings of order, harmony, and the natural cycle. These
patterns are not merely decorative elements but a cultural
language that integrates symbolic semantics and spatial
expression, systematically reflecting the Mongolian people's
holistic understanding of the world, society, and beauty.

Although existing research has systematically examined
Mongolian traditional patterns from perspectives such as art
history, ethnology, and cultural studies, in-depth exploration
from the perspective of modern graphic design theory —
focusing on their formal structure, visual grammar, symbolic

Ganbat Tsenguun
Graduate School
CITI University
Ulaanbaatar, Mongolia
tsenguun.ganbat@eciti.edu.mn

signification, and compositional logic—remains insufficient.
Based on graphic design theory, this study systematically
analyzes the visual organizational mechanisms, cultural
symbolic functions, and transformative potential of the
"square and circle" motif in Mongolian traditional patterns
within modern design contexts. This aims to address the
current gap in interdisciplinary research and provide
theoretical support and practical references for the
appropriate  application of traditional patterns in
contemporary cultural innovation and spatial regeneration.

This paper aims to place the "square and circle" motif, a
core element of Mongolian traditional patterns, within the
framework of modern graphic design theory for systematic
analysis, revealing its inherent visual organizational
mechanisms and design wisdom. By doing so, it seeks to
compensate for the insufficient shift in existing research
from art history and ethnology to the discipline of graphic
design.

First, a sample system will be collected and organized.
High-resolution images of traditional Mongolian artifacts
(such as yurts, robes, saddles, bows and arrows, milk buckets,
etc.) featuring the "square and circle" motif will be
systematically gathered from published pattern compilations
and authorized field investigation archives to establish a
research sample database.

Next, a multi-dimensional analysis will be conducted.
Visual form analysis: Qualitative analysis of the samples will
be performed using core principles of graphic design, such as
composition, figure-ground relationships, visual weight, and
rhythm. Comprehensive interpretation and theoretical
construction: The results of the above analyses will be
synthesized to explain how "the square and the circle"
function as a "visual language" and to derive its universal
design principles.

Finally, application exploration and future prospects will
be discussed. Strategies for transforming these patterns in
contemporary design practices will be explored, and specific
recommendations will be proposed for cultural heritage
education, design tool development, interdisciplinary
collaboration, and future academic research.

II.  RESEARCH STATUS

Domestic research has provided extensive studies on the
origins, symbolic meanings, and morphology of traditional



Yang Ting, Ganbat Tsenguun

CITI Science Nel(9) (2025) 9-16

Mongolian patterns. In contrast, international research
emphasizes comparative cultural perspectives, exploring the
relationship between Mongolian and East Asian visual
systems. Furthermore, scholars from Mongolia have
conducted in-depth and scientifically grounded research on
the pattern system.

A. Domestic Research Status

In recent years, domestic research on the graphic design
of the "square and circle" in traditional Mongolian patterns
has vyielded fruitful results, covering wvarious aspects
including fundamental research, thematic studies, cultural
interpretation, analysis of artistic characteristics, exploration
of inheritance and development, as well as modern design
applications.

At the level of fundamental research, numerous scholars
have laid a solid foundation for the study of the "square and
circle" graphics. Works such as Mongolian Traditional Art:
Patterns by Amur Bator and Miao Rui, based on extensive
fieldwork, systematically compile Mongolian patterns,
providing abundant material for research. Similarly, Ulzii's
Traditional Folk Patterns of the Mongolian Ethnic Group
details the origins, classification, cultural symbolism, and
drawing techniques of traditional patterns, establishing a
basis for in-depth study.

Other literature analyzes the characteristics of traditional
Mongolian patterns in terms of form, color, and composition,
and discusses their origins, development, symbolic meanings,
and aesthetic connotations [1].

Some studies interpret the "square and circle" graphics
from a cultural perspective. Research like Li Jie's The
Natural Ecological View in Mongolian Patterns and similar
works posit that Mongolian patterns reflect the nomadic
people's ideology of revering nature and focusing on essence.
Within this framework, the "square and circle" graphics
embody the Mongolian people's understanding of cosmic
harmony and natural cycles.

Other research places the "square and circle”" graphics
within a broader cultural context [2]. Scholars analyze the
relationship between nomadic culture and the agrarian
culture of the Central Plains, providing historical background
for the study of these graphics. For example, Liang Huiying's
A Preliminary Comparative Study on the Evolution of
Mongolian Folk Patterns and Central Plains Traditional
Patterns explores the influence of multicultural factors on
Mongolian patterns, offering a theoretical basis for
summarizing the cultural characteristics of the "square and
circle" graphics [3].

From a cultural viewpoint, the "square and circle"
graphics reflect the unique worldview and values of the
Mongolian people. The "square" symbolizes the steadfast
and resolute character of the Mongols, while the "circle"
reflects their understanding of cosmic harmony and related
concepts. The patterns of the yurt (Mongolian ger) are
closely linked to religious beliefs, and the design philosophy
of "square and circle" is deeply rooted in its interior
decoration, often combined with other patterns to create
unique effects.

Research on artistic characteristics indicates that the
"square and circle" graphics possess both aesthetic sensibility
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and ingenious wisdom. Their application in traditional
architecture and other patterns is closely related to nomadic
life. However, changes over time pose challenges to the
inheritance of traditional Mongolian patterns. Regarding the
preservation of yurt decoration, scholars have proposed
suggestions such as strengthening education.

Domestic research has also explored the application of
"square and circle" graphics in modern design, providing
insights for the innovative inheritance of traditional culture,
thereby revitalizing it.

B. International Research Status

International research on Mongolian culture is relatively
limited, although some scholars focus on the design of
"square and circle" patterns in traditional Mongolian art.
Researchers of Eastern cultures have conducted comparative
studies from cross-cultural perspectives, contrasting
Mongolian "square and circle" patterns with similar motifs in
other Asian ethnic groups. The work of Japanese scholar
Kazuo Shiro, Comparison of Patterns Between East and
West, provides theoretical reference, making it possible to
explore philosophical similarities between Mongolian
"square and circle" graphics and Japanese traditional patterns.
These similarities reflect a shared understanding of natural
harmony and expressions of cosmic and natural perception.
Although manifestations may differ, their commonalities
remain significant.

Lujin (2022) and Tsogt (2019) conducted comprehensive
analyses of the origins, classification, and symbolic systems
of Mongolian patterns, interpreting the square and circle
motifs as embodiments of the unity of nature, humanity, and
the cosmos [4].

Their works emphasize the philosophical and cultural
significance of the ornamentation. In contrast, Gantuya,
Bagabold, and Munkhzul (2025) introduced a new
methodology by applying mathematical modeling and vector
graphics to reinterpret traditional motifs, thereby linking
traditional art with modern design technology [5].

Research by Enkhbat (2022) and Lavadiv (2021)
examined the application of traditional ornamentation in
Mongolian architecture and clothing design, highlighting
their compositional logic and stylistic consistency. These
works lay the groundwork for integrating traditional visual
elements into contemporary design practice [6].

Key contributions by Mongolian scholars provide a solid
scientific basis for pattern research. JL.batuymyyn (L.
Batchuluun) (2018), in his seminal work MoHroNBIH
ynmamknant x33 yran3 (Mongolian Traditional Patterns),
systematically classified patterns based on geometric origins
and symbolic depth, providing a rigorous framework for
formal analysis. JI.OuxnaBaa (D.Enkhdavaa) (2019) applied
a structuralist approach to decode syntactic relationships in
pattern composition, revealing underlying organizational
principles. J.IIpmu-Umr (D.Tseden-Ish) (2020) further
advanced the field by integrating visual cognition theories to
explain how traditional patterns are perceived and processed,
thereby linking form with psychological impact. The
doctoral dissertations of P.['ombasp (R.Gotsbayar) (2021,
National University of Mongolia) on the semiotics of
nomadic ornamentation and b.Dux6at (B. Enkhbat) (2022,
Mongolian University of Science and Technology) on the
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algorithmic generation of traditional motifs are particularly
relevant, as they directly address the intersection of
traditional forms and contemporary design theory [7], [8].

Regarding graphic research literature, “Circle and
Square”, edited by Yukimasa Matsuda with commentary by
Shutaro Mukai and translated by Huang Bijun, compiles
talismans, font designs, cosmological images, symbols, and
visual poetry derived from circles and squares. From the
visual perspective of graphic patterns, the book elucidates the
aesthetic beauty of circles and squares, providing valuable
insights for studying the "square and circle" graphic design
in Mongolian culture.

Concerning the evolution and composition of patterns,
The Composition of Mongolian Folk Patterns by the
Mongolian scholar Idamzhav (1992) explains the initial
forms and evolution of Mongolian patterns, offering a
relatively objective interpretation of the "motif" significance
of various patterns. This aids in a deeper understanding of
the origins and development of "square and circle" graphic
design in Mongolian culture. In 1994, Danish scholar Martha
Buehl authored the monograph Mongolian Ornamentation,
investigating the deep imagery, formal logic, and
evolutionary patterns of decoration and decorative motifs,
including "square and circle" graphic design. In 1998, British
scholar Christina Chaperon, in her article The Relationship
Between Mongolian Decorative Art and Various Aspects of
Traditional Mongolian Culture, revealed the starting points,
directions, and goals of Mongolian pattern evolution,
identifying influences from different ethnic cultures on
Mongolian motifs. This provides a basis for studying the
cultural fusion behind Mongolian "square and circle" graphic
design [9].

Furthermore, some international designers draw
inspiration from Mongolian "square and circle" graphic
design elements in their creations. By integrating these
uniquely ethnic patterns into modern design works, they
demonstrate cross-cultural exchange and fusion. These
practices not only enrich the expressive forms of modern
design but also play a positive role in promoting and
disseminating traditional Mongolian patterns. For instance,
in the field of fashion design, certain international brands
incorporate Mongolian "square and circle" elements into
pattern design and cutting styles, creating clothing that
blends modern fashion with unique Mongolian cultural
charm. These designs have garnered widespread attention
and appreciation from consumers.

Although substantial research discusses the symbolic
meanings and historical development of Mongolian
ornamentation, few studies analyze it through graphic design
principles such as visual hierarchy, balance, contrast, rhythm,
and modular grid systems.

Furthermore, systematic analysis of the semiotic and
geometric relationship between squares and circles within the
composition of Mongolian patterns from a design
perspective has not been undertaken.

The proposed topic, "Square and Circle: A Study of
Graphic Design in Traditional Mongolian Patterns," aims to
fill these gaps. It explores how traditional forms can be
translated into the language of modern graphic design by:

Investigating visual geometry and structure,
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Providing semantic interpretation of forms and symbols,
and Developing visual systems applicable to branding,
cultural identity, and digital design.

This direction supports the growing field of culture and
heritage-inspired design, linking traditional Mongolian
aesthetics with contemporary visual communication.

II1.

Given the interdisciplinary nature of this study, which
aims to decode traditional motifs through a modern design
lens, a mixed-methods research approach was adopted. This
approach combines qualitative visual and semiotic analysis
with quantitative geometric measurements, ensuring both
depth in cultural interpretation and objectivity in formal
analysis.

RESEARCH METHODOLOGY

This study employs an exploratory sequential mixed-
methods design. The primary qualitative phase involves in-
depth visual and semiotic analysis to understand the cultural
and aesthetic dimensions of the patterns. The subsequent
quantitative phase involves measuring geometric features to
identify objective formal characteristics and patterns. High-
resolution images of Mongolian traditional artifacts (e.g.,
Mongolian gers, clothing, saddles, utensils) were collected
from published pattern compendiums and authorized
fieldwork photographs. Each image was analyzed using core
graphic design principles. This includes examining
compositional layout, figure-ground relationships, visual
weight distribution, and the use of lines/shapes to create
rhythm and dynamism. Motifs were analyzed as signs. The
signifier objects (cultural referents, e.g., land, sky) and the
signified concepts (conceptual meanings, e.g., stability,
eternity) were identified to map the signification processes.

IV. TRADITIONAL CHARACTERISTICS OF
'SQUARE AND CIRCLE'

The square symbolizes order, rationality, and structure,
while the circle embodies harmony, inclusiveness, and the
cyclical nature of life. The fusion of these two elements
demonstrates the Mongolian philosophical concept of the
unity of heaven and earth.

A. Embodiment of Philosophical Concepts

A The "square and circle" patterns in traditional
Mongolian design are influenced by philosophical ideas. The
"square" embodies stability and structural order, reflecting
the Mongolian people's respect for norms and standards. In
Mongolian social life, systems such as tribal organization
exemplify the characteristics of the "square," ensuring social
stability and promoting orderly development. The symbolism
of the "circle" showcases the Mongolian reverence for
infinite cycles and inclusivity, highlighting their profound
awe for the cosmos and nature. They view the universe as a
cyclical unity, a concept vividly captured in the "circle"
pattern, where all things undergo constant evolution and
proliferation. The notion of the universe's eternal cycle is
vividly embodied in the "circular" pattern, symbolizing the
perpetual transformation and multiplication of all things.
Circular patterns in traditional Mongolian design represent
celestial bodies, signifying the eternity of life and its cyclical
nature.
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B. Fusion of Aesthetic Ideals

The "square and circle" graphics in traditional Mongolian
patterns reflect aesthetic ideals with distinctive features. The
square embodies a robust and majestic beauty, as it conveys
a sense of integrity and stability. The circle, with its soft and
flowing qualities, communicates a beauty of harmony,
highlighting the unique charm of the "circular" form. The
Mongolian people integrate these two aesthetic qualities to
create a unique aesthetic effect that balances strength with
softness, and movement with stillness. In pattern design, the
combination of "square and circle" can establish visual
hierarchy, thereby generating diverse rhythmic sensations.
Through the embedding of elements or the use of borders,
patterns become more dynamic. Incorporating circular
elements into square patterns can introduce variation, while
surrounding circular patterns with square borders can make
the design more engaging.

C. Symbolic Significance of Cultural Signs

In Mongolian culture, the "square and circle" graphics
carry rich symbolic meanings, which not only reflect ethnic
characteristics but also demonstrate profound cultural
heritage. The "square" symbolizes the Mongolian people's
emotional attachment to their homeland, often associated
with land and home, expressing their love and protective
feelings towards their native soil. Traditional Mongolian
architecture showcases their pursuit of life, where the layout
of square structures conveys a sense of stability, representing
people's yearning for a settled life. The "circle" is associated
with the sky and deities, reflecting the Mongolian reverence
for the divine and their aspirations for a better life.
Traditional Mongolian rituals demonstrate respect for deities,
often employing circular offerings and utensils, symbolizing
devout reverence for the divine.

V. ANALYSIS AND FINDINGS: MANIFESTATIONS IN
TRADITIONAL MONGOLIAN PATTERNS

The 'square and circle' motif is extensively applied in
Mongolian gers, clothing, and utensils. This section presents
our findings from visual, semiotic, and geometric analyses,
moving beyond cultural interpretation to elucidate their
graphic design logic.

TABLE 1. DESIGN FUNCTIONS OF 'SQUARE AND CIRCLE' MOTIFS IN
MONGOLIAN ARTIFACTS
Artifact Primary Function Primary Key Design
Category of Square Function of Principle
Circle Demonstrated
Architecture | Spatial definition, Umfymg' ff)cus, Contrast &
. centralizing Balance, Visual
(Yurt) structural framing .. .
vision Hierarchy
Clothing EQge Symbollc focal AhAgAnmentA &
(Robe) reinforcement, point, modular Repetition, Figure-
rhythmic border repetition Ground
Utensils Structural  grid, Centermg. Proportion, Radial
X R : element, radial
(Saddle) directional guide Balance
symmetry

Overall Structure

The design of the Mongolian yurt skillfully integrates the
"square" and "circle," showcasing the wisdom of the
Mongolian people in adapting to their environment and
highlighting their unique ability to thrive in the grassland
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ecosystem. The circular body of the yurt resembles a vast
dome, standing firmly on the prairie. This circular design is
the result of long-standing experience in harmonizing with
nature, offering excellent stability and remarkable wind
resistance. The grassland climate is unpredictable, with
strong winds frequently occurring. The circular shape of the
yurt evenly disperses wind force, allowing it to glide
smoothly along the curved surface and preventing direct
impact. This ensures the structure remains steadfast even in
harsh weather, providing safe shelter for its inhabitants. The
square doors and windows serve as connections to the
outside world, facilitating movement and ensuring
ventilation and natural light indoors. The integrated design of
the "square and circle" in Mongolian yurts reflects ingenuity,
addressing both the practical needs of the Mongolian people
and their reverence for and adaptation to the natural
environment. [10]. From a graphic design standpoint, the
ger's form is a masterful use of contrast and visual hierarchy.
The dominant circle of the walls and roof creates a cohesive,
enveloping visual field unified "positive space." The square
door frame acts as a strong contrasting element, creating a
clear "visual entry point" and breaking the uniformity. This
composition of circle with integrated square establishes a
strong focal point and guides the viewer's gaze, embodying
the principle of using contrast to create visual interest and
order.

Interior Decoration

The interior decoration patterns of Mongolian yurts often
incorporate "square and circle" graphics, showcasing their
unique aesthetic appeal and further highlighting their cultural
depth. For example, the skylight features a square-textured
border resembling an exquisite inlay, with patterns including
traditional geometric motifs such as fretwork and swastikas,
as well as natural elements like flowers and clouds. The four
corners are adorned with intricate carvings and inlaid with
colored gems, complementing the circular skylight in a
harmonious balance of strength and softness, creating a
visually cohesive and elegant effect.

The felt embroidery patterns on the yurt walls are
exemplary of the skillful integration of "square and circle"
designs.  Artisans deftly intertwine these shapes,
embroidering a circular sun within a square frame, often with
a lotus at the center of the circle, surrounded by orderly
arranged square patterns. The vibrant embroidery, typically
in colors like red, yellow, blue, and green—tones that
harmonize with the grassland landscape—creates a warm
and lively atmosphere. The intricate needlework
demonstrates the craftsmanship and aesthetic sensibility of
Mongolian women, giving the patterns a three-dimensional
and dynamic quality.

The hana (lattice framework) is engraved with simple
"square and circle" motifs, adding a touch of rustic elegance.
Additionally, furniture inside the yurt is adorned with
"square and circle" patterns, aligning with the overall
stylistic theme and enhancing the harmony of the interior
decor.(As shown in the figure 1 and 2)

Fig. 1. Interior of Mongolian yurt.
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[Fig. 1. Interior of Mongolian yurt.

- 2. Interior of Mongolian yurt (Yuna & Toono).

The interior patterns function as a modular grid system.
The square frames act as containers or modules, organizing
the visual space on walls and furniture. The circular motifs
placed inside or between these squares serve as focal points,
breaking the strict modularity and creating rhythm and visual
punctuation. This interplay establishes a sophisticated visual
hierarchy, guiding the inhabitant's gaze from structural
elements (square frames) to symbolic centers (circular
motifs), effectively applying the design principle of
"alignment" within a complex field.
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A. "Square and Circle" in Clothing Patterns

"Square and Circle" on Traditional Robes

Mongolian traditional robes fully demonstrate the ethnic
wisdom and artistic charm, with the application of "square
and circle" patterns being highly skillful. The collar is often
adorned with square patterns, featuring smooth lines along
the edges. Gold thread is used to create dazzling highlights,
while dark-colored silk embroidery adds a three-dimensional
effect. The intricate fretwork inside symbolizes longevity
and endless continuity, and the swastika pattern represents
auspiciousness and embodies hopeful aspirations.
Additionally, these patterns help reinforce the collar,
extending the robe’s lifespan.

The square patterns on the cuffs symbolize the
Mongolian respect for order. Arranged neatly, their colors

harmonize with the robe’s main body. These patterns serve
both decorative and reinforcing purposes, symbolizing
adherence to rules and traditions in conduct. (As shown in

figure 3).

Fig. 3. The use of patterns in clothing.

The square patterns on the collar and cuffs serve as a key
function of edge alignment. They create a strong, clear
boundary framing the body and garment openings, enhancing
the structural definition of the silhouette. This use of
repeated square borders exemplifies employing the principle
of repetition to create rhythm and unity along edges.
Geometric quantification of these patterns often reveals a
high degree of symmetry and consistent spacing, indicating
an application of measured proportion rather than purely
freehand ornamental decoration.

"Square and Circle" on Accessories

The use of "square and circle" patterns in Mongolian
accessories such as hats, belts, and boots is skillfully
executed. The round crown of the hat symbolizes the
vastness and perfection of the sky, while the square patterns
on the brim create a contrast between strength and softness.
Embellished with embroidery or inlaid gemstones, these hats
add a sense of solemnity and festivity when worn during
celebrations.

Belts are adorned with "square and circle" patterns,
forming decorative bands where squares and circles alternate
rhythmically. The colors harmonize with the robes, and the
various ways of tying the belt offer diverse visual effects

[11].
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Boots feature square patterns on the shaft, crafted
through leather cutting and stitching for a simple yet three-
dimensional effect. Circular patterns on the vamp are
embroidered or adorned with metal pieces in vibrant colors
that shimmer while walking, embodying bravery and
resilience. The circle represents flexibility and freedom,
while the square symbolizes determination and forward
momentum.

The "square and circle" patterns in Mongolian clothing
and accessories are cultural treasures, reflecting the ethnic
group's wisdom, aesthetics, and philosophy of life. (As
shown in the figure 4 and 5 ).

[Fig. 4. The use of patterns in shoes.

On belts and hats, the alternation of square and circular
motifs creates a distinct visual rhythm, akin to a musical beat.
This alternation leverages the contrast in shape perception—
the angularity of the square versus the fluidity of the circle—
to generate visual interest and movement across the band or
surface. This is a direct application of the principle of
creating rhythm through alternation, a fundamental technique
in graphic design for creating dynamic yet ordered
compositions.

B. "Square and Circle" in Utensil Patterns

"Square and Circle" on Saddles

The saddle is a crucial piece of riding equipment, and its
decoration serves as an exemplary model of the "square and
circle" combination. Artisans use square patterns as the
fundamental framework for the saddle bridge, while
softening the edges to avoid the abruptness of sharp right
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angles. Inside the square, cloud patterns symbolize
aspirations for a better life. These clouds, with their graceful
and flowing curves, represent auspiciousness and freedom.

Geometric lines highlight a sense of bravery and
determination. The interlocking lines, strong and dynamic,
reflect the characteristics of Mongolian warriors. The
application of low-relief and openwork carving techniques
gives the patterns a three-dimensional quality, enhancing
their clarity and depth. The sun pattern on the saddle seat,
positioned at the center and surrounded by radiating motifs,
symbolizes light and the energy of life. (As shown in figure
6).

[Fig. 6. The use of patterns in saddle.

Saddle decoration is a complex study in structural grid
and radial balance. The square or rectangular panels on the
pommel and cantle establish an underlying, often invisible
grid for organizing decorative elements. The prominent
circular sun motif on the seat is the central anchor, from
which other visual elements radiate or toward which they
converge. This creates a radial balance, a powerful design
principle conveying stability, focus, and energy, perfectly
suited for an item associated with movement and control.

"Square and Circle" on Bows and Arrows

Bows and arrows, essential tools for hunting and warfare,
feature ingeniously designed "square and circle" patterns in
their decorations. These carved and engraved motifs reflect
the Mongolian people's reverence for natural deities. The
patterns are predominantly square-shaped, adorned with dark
brown pigments depicting totems such as wolves and eagles,
rendered with exquisite and smooth lines. The arrow shafts
are wrapped with colorful threads, intricately woven into
circular patterns. Concentric circles, nested layer upon layer,
symbolize unity and convergence, representing the strength
of the Mongolian people and showcasing their closely-knit,
collaborative spirit. The lifelike depictions of animals
demonstrate a balance of skill, not only enhancing friction
but also improving shooting accuracy, highlighting the
Mongolian people's mastery in balancing practicality and
aesthetics. (As shown in figure 7)
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[Fig. 7. The use of patterns in bows and arrows.
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In this study, semiotic function is tightly interwoven with
ergonomic signaling. The square-based carvings on the bow
grip are often aligned with hand placement points, leveraging
the shape's association with stability and firmness to visually
signal "grip here." The concentric circles on the arrow shaft,
beyond their symbolic meaning, create a textural pattern to
enhance grip. This exemplifies how graphic design elements
serve not only decoration but also functional communication
and tactile guidance.

"Square and Circle" on Milk Buckets

Milk buckets, indispensable companions in daily life,
feature patterns that harmoniously blend "square and circle"
elements. The bucket bodies are painted with square patterns
and pastoral scenes, reflecting the Mongolian people's love
for life. Artisans often employ relief and openwork carving
techniques on wooden milk buckets, giving the patterns a
raised, three-dimensional effect. Metal milk buckets, on the
other hand, highlight their unique metallic texture, with
craftsmen using engraving and inlay techniques to create
intricate and delicate patterns [12]. The circular patterns on
the bucket lids carry profound symbolism: lotus motifs
symbolize purity and nobility, representing a clear and
virtuous life, while auspicious signs convey wishes for
prosperity. The strategically arranged patterns add charm and
rhythm. These designs not only enhance artistic appeal but
also serve practical purposes. For instance, the circular lotus
petal patterns provide a non-slip surface, making it easier to
open and close the lid, embodying the Mongolian people's
wisdom and creativity in daily life. The milk bucket presents
a clear case of figure-ground relationship manipulation. The
square patterns on the cylindrical body often create an
illusion of flattening or segmenting on the curved surface,
playing with perception. The central circular motif on the lid
is a definitive focal point, immediately drawing the eye.
Furthermore, the function of the circular pattern providing a
non-slip surface is a prime example of form following
function, where the graphic design (the raised circular pattern)
is intrinsically linked to the product's usability.

VI. CONCLUSION

This study expands the existing body of knowledge on
Mongolian patterns by systematically applying a graphic
design lens. While scholars like Lujin (2022) and Tsogt
(2019) have expertly decoded the cosmic and cultural
symbolism of these motifs, our analysis reveals the
underlying visual syntax that allows this symbolism to be
communicated. For instance, the "unity of heaven and earth"
they describe is constructed visually through the consistent
application of principles like contrast (square vs. circle) and
balance (static vs. dynamic), which are universal in visual
communication.
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Our geometric quantification provides empirical support
for the observed design intentionality. The high degrees of
symmetry and consistent proportions measured in the motifs,

4 . such as the near-perfect circularity index of central sun

motifs and the spatial frequency of repeating border patterns,
indicate a tradition governed by precise visual norms, not
arbitrary decoration. This aligns with the methodological
innovations of Gantuya et al. (2025) but grounds the
mathematical models in observed traditional artifact forms
rather than generated morphologies.

The theoretical frameworks proposed by Mongolian
scholars P.I'oni6asip (R.Gotsbayar) and b.9ux6at (B.Enkhbat)
provide a critical bridge for our discussion. R.Gotsbayar's
semiotic model of ornamentation as a grammatical language
finds direct proof in our identification of the pervasive
compositional rule, square as frame, circle as center, found
consistently across diverse artifacts. This rule functions as a
fundamental "sentence structure" within this visual language.
B.Enkhbat's work on algorithmic generation resonates with
our identification of the modular grid systems in interior
decoration, suggesting a logic akin to modern modular
design adopted by traditional artisans.

From the perspective of graphic design theory, the
Mongolian "square and circle" system demonstrates a
profound, pre-codified understanding of Gestalt principles.
The use of squares to create proximity and grouping of

elements, and circles to invoke closure and continuity, shows
an intuitive grasp of how humans perceive organized wholes.
This challenges the notion that such principles are solely
products of modern design education.

Limitations and Future Research: This study is primarily
based on the visual analysis of historical artifacts. Future
research would benefit from ethnographic methods, such as
interviews with master artisans, to gain deeper insight into
the intentionality behind compositional choices. Furthermore,
the quantitative analysis presented here is descriptive; future
work could employ statistical methods (e.g., cluster analysis)
on larger datasets to formally categorize pattern types based
on geometric features. Testing the perceptual impact of these
traditional motifs versus their modern reinterpretations
through user experience studies would be a valuable
direction for applying these findings to contemporary design
practice.

This study demonstrates that the "square and circle" motifs
in traditional Mongolian patterns constitute a sophisticated
graphic design system, not merely a collection of decorative
symbols. Through visual, semiotic, and geometric analyses,
we have decoded how these elements operate according to
universal design principles—such as contrast, balance,
rhythm, alignment, and focal point creation—to convey
profound cultural philosophies and structure the visual
environment.

The primary conclusion is that Mongolian traditional art
inherently embodies core principles of graphic design, using
a formal visual language to organize space, guide perception,
and communicate complex ideas. This graphic system served
as a versatile tool for identity expression, functional
signaling, and cosmological representation across
architecture, clothing, and tools. (As shown in the figure 8)

Based on these findings, we propose the following
evidence-based suggestions:

1. For Cultural Heritage & Education: Develop
educational modules that teach traditional Mongolian
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patterns not only as cultural history but as fundamental
graphic design principles . This can enable a new generation
of designers to draw from this heritage with a deeper,
methodological understanding.

2. For Contemporary Design Practice: Create a
"Mongolian Geometric Design Language" toolkit for modern
designers. This would involve abstracting the identified
formal rules (e.g., the framing function of squares, the
focusing function of circles, specific rhythmic alternations)
into reusable design assets, grid templates, and style guides
applicable to branding, textile design, and architectural
detailing.

3. For Interdisciplinary Research: Encourage collaboration
between design theorists, historians, and computer scientists
to build generative design models based on the quantified
geometric and compositional rules identified in this study.
This could lead to innovative tools for both preservation and
creative extension of the traditional visual vocabulary.

4. For Future Academic Study: Conduct comparative
studies with other nomadic or traditional graphic systems to
identify the unique versus universal characteristics of the
Mongolian "square and circle" syntax. Furthermore,
experimental studies should be designed to test the
perceptual efficacy of these traditional compositional rules
within modern media contexts.

Through these applied and research-oriented efforts, the
graphic design of "square and circle" in Mongolian
traditional patterns can transcend its historical context,
offering timeless principles and a rich formal vocabulary for
shaping the future of visual communication and cultural
expression.

[PFig. 8. The use of patterns in bows and arrows.
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CyYJIDKI3HUHA XaJlJijIara WipyyJidx, COPTAMINX
HA3JITTAU SXUHMH CUCTEMUMT alllKIIax Cyaajiraa

OpasHuit JHx-01
M>30251911, X01600HBL MEXHONIOULIH CYPEYVilb
Hlunocnox Yxaan Texnonoeutin Hx Cypayyno
Mouron Yic, Yinaanbaatap
odko1988@gmail.com

Xypaanzyii — ©Opnep Oyp TOXMOJ10kK Oaiiraa CyJKIIHMIA
al0yJ1 3aHaJ Hb KuOep aoyaryi Oaiigang yycd:xk Oyii mam Tom
pCcAdJ, CaHXYYrMiiH pgapamt 0otk Oaiima. Twuiimaac
XyAaJJaanbl WMAIYYA3C MIYY eprer Oararaii, xsiiaoap,
XIPINIYU/ 3T, 00PCAUHH HOXIOL TOXHPYYJIAH aIIUTJIAX
00JI0MKTOM HIIITTII IXUIH a0yAryil 0aiiJIbIH WHAATYYAHIT
TYPIIM:K Y33X IIaapiarataii 60,1001 6aiiHa. JHIXYY 6ryyJdJin
HIITTIH JXWiiH Xamuiara wipyynx cucrem (IDS) Gosion
xajaraac capruitunx cucreM (IPS) 6os10x Suricata mmiipmitn
AaByy 00JIOH cyJ1 TadyyablH Tajgaap aB4 Y39H open-source
IDS/IPS  cucremMuiiH  aKWIaX 3apuMBIT  Tailyidapiak,
TYPIWMJITBIH a:KJIbIT TYRIATIIX 601HO [1].

Tyaxyyp ye—Open-Source
Attack, Hping3 Tool, Suricata

IDS/IPS, Denial-of-Service

1.  VYIUPTrAJ

Jonxuit maxuHn Kubep OpoH 3alfH XIPATIID KU HPIX
TycaM HXCYK OaiiHa. OJIOH YICBIH CTaTUCTHK, CYyJalraaHbl
HOTACOH calr (Statista)-biH 2025 oHbl 2 jyraap capblH
Oalimmaap rapracaH TaimaHm MIXUKA fasap 5.56 TIpOym
MHTEPHET XJpArdry Oaifraa Hb JPIXUAH XYH aMblH 67.9
XyBHHUT 333Kk OaitHa. Yynuit 5,24 To5pOyM Hb HUHTMHIH
CYJDKIIHHI Xdparidrduj 0ereej yijacoH 2.63 TpOyM XyH
CYJDK33H]T opooryii Oaiina [2].

SecureWorks-mitn 2024 onbl 11 nyrasp capblH TainaHg
IypIcaHaap IDIXUHA nasap KUOSp TIMT XIPTHUHH XOXHPOJ
2025 o mxda 10.5 mx Hasm aM.JOMIapT XYPHD TIK
Taamarnax OaifHa. DHA Yp AYH Hb CaHXYYTHMHH TOMOOXOH
angargana Xyprak Oom3omryil 6ereem YYHI3C ypbauUIaH
COPrHMIIXUIH Ty andan Oairyymiaryyn IDS 6omon IPS
39PAT AIOYATYH OAfUTBIH AIBIIMITAT MUY YAXHUT alTirIaH
apra XoMXK?3) aBax Iaapjjararaidi Oairaar xapyyik OailiHa

(3]

Cynmanraanaac  y33x3a IDS  mmiimmumitn — xanmamara
wpyyx TyBumH Hb 80%-mac 98% xypran Oaiigar OaiiHa.
IPS mmiianuiir HIBTPYYIICOH OalryyIuIarsiH 30pUnIl Xapuy
yitmmn y3yymx xyramaa 50%-mac 75% xypran Oyypaar
Oaitna. IPS Hp Xamuiarelr WIPYYJDK, Xamraanaax sBI[bIT
ABTOMAT)KYYJICHAAP MIPYYIIXIIC IXIIII]] XapHy apra XK
aBax XypTaJX Xyranaar OyypyyJiiar oM.

Verizon-ooc ~ rapracan =~ MpIPduMAH  36pWIMIH
CyAairaaHsl TalIaH aypAcaHaap, 36pwiniiH 70 opunM XyBb
Hb Ta/IHAAC YUIIIICOHH Xayiaryy oaiican 6ereen IDS 6onon
IPS 1B XOpTOI1 MpOrpamMM, ransomware 33par TaHbI AI0YJIbIT
WIPYYIIX3 4yXad YYpar TYHIDPTIIIAT Tanaap nypacaH [4].
TuilMadc  3HAXYY  OTYYIRIAdS  CY/DKIOHUI  Xaniara
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SImxunbl ammopsx
M>3029191, X01600HbI MEXHONO2ULH CYP2YYTb
Hunoicnox Yxaan Texnonoauiin Ux Cypeyyns
Mouron Vic, Ynaanbaarap
dashdorj@must.edu.mn

WIPYYIDX, Xalaraac  COpruiidX — HOITTIH  OXHIH
CUCTCMYYIUHT atoyaryd OalIuIbIH IUHAT OOJITOH alluriax
JaByy TaNyyIbll CyJanraa, ITUHKWIMAHI TyITyyplaH
raprax, aXwulaXx 3apuMbIl XapyylaxX TYpPLIMITHIH a>KJIbIT
TYHIPTIIX OOITHO.

1L

Mowron Vicaj Cy/DKIdHUN aroyiaryi Oaipan, xanjjiara
WIPYYIPX CUCTEMHUIH Taxaap XDIIYYIAT HIMATIK Oyid
X3[MA 9 YT YHUIIRI3p OHOJBIH YHIACIANTAN, TYPIIUITAN
CYypUWJICaH cyairaa, NpakTUK XOPIDKWIT XapblaHTyil 11eeH
OaifHa.

CVYJIAJITAAHBI TONM

barm I'.I'anmpm0span, cymiaad C.Orronnxarsa Hap [3]
XaJjjyiara 3COPrYYIPX CHUCTEMHHH TyXai 3apuM TYpIIWIT
Cyjajraa XuiicoH Oeree; Td3J HIINTTAH oSxXuitH Snort
CHCTEMHUITI JMaMOHJ X3109p33p @XKWUIyy/DK TypUICaH
Oaiinar. Men, mnpodeccop ©.3cOonabH yaupanara Jop
cymnaad b.bsmbanopx [6] Hb yTacryit CyJDKIIHMIA Xanara
WIPYYJIdX CHUCTEMHUIH Tajaap CyJajiraaHbl KW XHIDK
TYHIPTIICOH 0a yTacTyd CY/DKIPHUNA 30XMIyyJard asop
CYJDKIOHHUI OYX ypCralbIl HIdJITTIH AXUIHH Snort cCuCTeMHIr
CYYNTaX, TOXUPYYJICAH KOMIIBIOTED Pyy UHINYYJdNT XHHX
nporpamMm OMYMX 3aMaap X3pIrKYYIICOH Oaiar.

OJI0H YIJICBIH TYBIIMH] KHOEp aroyiryil Oaiibir xaHrax
OJIOH INUHIIYYA Oaiiiar 4 THArI3p Hb WXABWIPH TOBOTTOH,
OHJIOP OPTOTITIH 06ree 1 KIKUT, JTyH]| Oaliryyara, XerKmK
Oyii OpHYYyaJl XIPATIIIXA/L XYHPIITIN Oaiar.

Li.W, Shengfeng.T. [7] Cynanraana xanjyiara Wipyysix
cucteM (IDS)-uiin alert Oyroy CopIMKITYYITHIH MIARIILIAIT

onronoroop  (ontology)  OonoBcpyynax — preprocessor
cucteMuiir TaHuniyyncad. CyganraaHbl TOJ 30pPHITO Hb
oigon TepmuiitH IDS-aac  upx Oyl COPIMIKITYYITHIT

aBTOMATaap, ysIyyJaH HOITIOK, JaBXapian OOJIOH annaa
(false positive)-r Oyypyyiaxan opmgor. Men, Asad.H,
Gashi.l. [8] HasnrTait axuitn O6yroy open-source IDS-yyauitn
OJIOH sTH3 Oaii/ia, TOPeIDKYYIIRIT, 1aByy O0JIOH CyJI Tallyy bl
NIMHKIDX yXaaHbl YHAICIIMIP cypaicaH. Cyanraanbl roi
30pwiaro Hb IDS-uitH Tepen OypuiiH apXUTEKTYp, aJrOpUTM,
WIPYYIIX X3B Masr (signature-based, anomaly-based, hybrid)
Oonon HAIMNTTIH oxuiH IDS-uir xoparmax  O0JIOMIK,
TOXUPOMKTON XIPIMTII9HUN HOXIUIMUT TOJOPXOMIOX sBHAT
OaiicaH.

Xanamara WIAPYYJIdX, COPIUIIAX  HIIITTIH  3XUiH
CUCTeMYYIUMH HATPH INUHIRI Oomox Suricata-r ammiriaH
TYPIIMIT XUIK Oaiiraa Hb MaHaH CyairaaHbl aXKJIbIH OHIUIOT
Tal IOM.
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OHAXYY CyJairaaHbl 30pWITO Hb HIJITTIW 3XUHH
CYJIKI9HHUN Xayiara WipyyiadX CUCTEMYY/T Hb OOJTUT OPUHH]T
TYT29M3J  TOXHOJIAOT CYJDKIIHHH XaJUIaryyAbll  X3p
HaliBapTail, OOTMHO XyralaaHj WIPYY/DK, Xaphy apra
XOMXKDI aBaxX OOJIOMKTOW 3COXMHUT TYpIIWIITAap YHIIIXD]
opuinHo. CypanraaHa —amuriacaH apra 3yWr JaBTaH
IryfmeTX  GomomkToif  Oaifmmaap 30XmMOH  OalTyyDk,
TYPUIMITBIH OpPYHH, allUIiacaH CHUCTEMYYH, XaJUlarblH
Tepei 00JIOH TOXUPTOOHYYABIT TOAOPXOi TalnbapacaH.

Apra 3yir COHI'OCOH IIAJITIaaH Hb TYPILIMITA/ alllUIacal
XaJJUIATBIH TOPIYY Hb OaiTryyiarslH CYIDKI9HHI OpUYHHI
TYT93MAJT TOXHOJAIOT, OOJUT 3PCIdNT OHIOPTIN XaIIaryyn
OaiicanTaii x0y000TO# oM. MiimMm 3HAXYY cCynanraa Hb
HA2NITTAU SXUIH Xajjiara WIpYYyJIdX CUCTEMUUH I'yHIBTII,
HaljBapraif Oalpmanm OONOH OOIUT OPYMHA XIPIIIKHUX
GOMOMMKMIT TypIIMITAaap HOTOJCOH IIMHXKIDX yXaaHbI
YHISCJIANTAH Yp AYHT caHan 0oyrox OaifHa.

IIL.

UYeneet OyI0y HIJITTIH 9XUIH NPOrpaMM XaHIaMX I39T
Hb X9H Y 3X KOIBIT Y39X, CyMIaX, YHAIIX IYTHAX OOJIOH
MIMHYYIH 60pWIeX OOJOMKTOH Oaiimar mporpaMM XaHTaMK
IOM. DX KOJ HIIITTIH Oaljar y4up XdH 4 cailH jaypaapaa
MPOTpaMM  XaHTaMXHUIH JU3aWHBIT  CaiDKpyyJiax VI
aXWUlaraaHj oOpojiox OOJOMXHHT onromor Oereen
XaanTTall 3XMHH IOporpaMM XaHramk Hb XyBWIAX 3pX Hb
Xsi3raapiaraMai, 59X KOJA Hb XOPAMISIrdJd]l Xaparauarryi,
NaTeHTTail eMYMHH IporpamMM XaHram)aac suiraaTai oM.
HoantToi 5xuiiH mporpaMM XaHTaM KUK allluTiIaxblH 1aByy
TaJxyya Hb MPOrpaMM XaHTaM)K OyTI9X 3apAibIr Oyypyyiax,
xXamraajgair OOJIOH TOTTBOPTOM Oailuibil  ©HIOPCTeX,
XOPOMAIYAdl ©6pcOUiH TEXHHK XaHramykaa MWIyy caiiH
yaupAax 00JI0MK ONTOAOT 33p3T IOM.

XATJIAT A WIPYYJI3X, COPTUMIAX CUCTEM

MeH HIIITTAH SXUIH YHIIIHIH cucTeM 6omox Linux Hb
©HOOIOP OJIOH XYH] alllUI Tycaa erd, CepBepyyl, CYypHH
KOMIIBIOTED, yXaanar yTcyya 33paT OJIOH TOXOOPOMKYYAUNT
aXMLTyyncaap OaifHa.
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Fig. 1. IDS/IPS-uiin axXuiiax 3apuum

1-p 3ypaz. IDS/IPS-uiin asxcunnax 3apuum

BaiiHreIH XyBbCaH eepuerfex Oyl LaxuM aroyiryu
OGalIibIH OPYMHI XOPOTVIATYAMHH HYYL MOIDAIINI, IM3IT
JlaTar xamraanax Hb OalTyyiuiara O0JOH XyBb XYHHH XYBBJ
XaMIMHH dyxaj 30pwiarT Oomoon Oaifraa Owimdd. DHIXYY
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AIOYNTYH Oal/UTBIH TOTTOJIIOOHBI HATOH 4yXajl OYPIdXYYH
X3COT Hb Xajiara wipyynx cuctem (IDS) 6a xanmnaraac
copruitmx cucreM (IPS) rom.

TABLE L. H3351TT31 5X1idH IDS/IPS [9]
o0 Xanonaza unpyynix, capzuitiix Yoz
cucmem

1 Snort 9.1
2 Suricata 9
3 Zeek (Bro) 8.9
4 Maltrail 8.5
5 Security Onion 7.6
6 Kismet 7
7 Psad 6.8
8 Sagan 6.3

& Huiir 10 onoOHOOC YH2IIC3H 6OJTHO.

Intrusion Detection System (IDS) — IDS b cymx39HLI
3aHAJIXUIJICOH ajuBaa XaJiJylara, CKHITIH TOXHOJJUIBIT
WIPYY/DK ~ aHXaapyyira, M3[Prumiir ermer 0ojoB 4
THArIBPHUUAT OJIOK XMIX ICBIJ 30ICOO0X apra X3MKI?3 aBJarryu.

A. Xanonaza unpyynox cucmem (IDS)

IDS Hb CYIDKIIHUI ypCrasbIl C:KUITIH YIILAII, atoynryi
OalUIbIH HUHATJIAT 36PWIMHAT 36pUMX Oy SCOXMHT XSHAK,
Oom3omryit Xammiara, CHKUTTIH VI CYIDKIBHA HIDPCIH
YEI M3A33II3X, aHXaapyyJlax 3apuMaap axuiuasar.

IDS-n rypBaH yHAC3H Tepen Oaiiaar:

e  CymxasHz cyypuicad IDS (NIDS): Network-based
IDS (Cymx33Huil opuuHJ IIaapjiaraTail X3csIT
Cyypunargaxk CyJkI’r OyXana  Hb  XdHaX
30pUYJIITTAMH. )

e Xocrox cyypmican IDS (HIDS): Host-based IDS
(SIMmap HAPMH XOCT, cepBep /MAIIp TyCraiiaan
Cyypwiaraax, TyXalH CyycaH XOCT, CEpBEpHilH
CYJDKIOH/I aHAJIN3 XUIX 3apuMaap aKunIajar.)

e Boa0nx cyypuican IDS (WIDS): Web-based IDS (B30
nporpammyyJi OOJIOH TYYHHMH CYJDKI3HHUH ypcrai
PYy UHUITIICOH XaNAJarbil WIPYYIDXdA OHITOWIOH
aHxaapy¥ aXHUIazar.)

B. Xanonazaac capeuiinax cucmem (IPS)

IDS cucremddc sraataif Hb  COKUTTIA  YHAIATUHT
WIPYYI?34 30TCOXTYH T3Ar3p Xajularaac Ci3pruiminx,
XaMraajax apra X3MXKdI3T aBax 00JIOMXKTOH.

IPS HB M6H auil CYIKIIHA CYypHIICAH 3CB3JT XOCT J33P
cyypmwican Oaibk Oomuo. IPS HB CymkIsHHIT makeTyymbIr
MIaNTaX, CHKUTTIH YHIIDI WIBPCIH TOXHONIONI TyXalH
MAaKeTHII OJOK XWilX, XONOOJTHII MJaXWH O3XIYYIIX,
X0J00rn0kK Oyl 39X YYCBIpHMI Xaax 33par siapantaii apra
X9M)KIOT aBTOMATaap apjar 0a ’H® Hb Laanuiaaj] CYIKIdH/
aXmwuax OyH anmmBaa cepBep, CYJDKIOHHI TOXO0pOMXK
39PTUAT CYJDKIOHUNA TYBIIHMH TYTI3MOAJ Xanujaral eprex,
naanuiaan Application CHCTeMHIH TYBIIHHEA —Xajjjarajn
©pTexeec yphIUMIaH COPTUIIIIAT SHIHIH Oeree Yp AYHTIH
AIOYNTYH OANIUTBIH CHCTEMYY/I FOM.
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C. Snort (H3snmmaii oxuiin IDS/IPS)

Snort-uiir 1998 onx Maprun Pom OyraacoH Gereen
CYJDKI9HMHI Xajylara WIpyyasX, COPrUiIdX HIITTIH 9XuilH
CHCTEM IOM.

Snort-uiir rypBaH eep apraap X3pariadk 001HO; tepdump,
MaKeT OypIrard ACBAI CYIDKIOHHI XaIIIarbll WIPYYIdX,
YPBIUMIAH COPTHIAINX CHUCTEM I9X MAT maker sniffer. [laxer
sniffer Oosron ammrnax yea Snort Hb  CYJDKIIHHA
MaKeTyyAbIl YHIIIK, KOHCOJ I29p Xapyylax ©Oa maker
OYpTTardmiiH XyBbI Snort Hb MaKeTyyABIT JUCK PYY OypIrIx
OosiHO. Xajjiara WIPYYJI3X TFOPUMJ 3HD Hb CYJDKIIHUH
YPCTaNBIl XSHAXK, XIPIMIAIYMHH TOAOPXOWICOH IYypMUIlH
Jaryy ypcraisIr IUHAKINX 0omHO [10].

D. Zeek/Bro (H32immoaii oxuun IDS/IPS)

Bro up 1998 onn Bepn Ilakccon yycraH Oaiiryynarican
Oeree 1 HIITTHH AxuitH UNIX 193p cyypuiican Cy/DKIIHHN
XaJJIIarbIr WIPYYJIdX CUCTEM FOM.

Bro wmmeBXry# CYIDKIOHHUM YPCTaIbIl XSHAX, XOPTOH
yperaimpir  xaibk Oadpar. DH3 Hb OXJII3J  CYJDKIIHUMA
Tpad GUKHAT 3aJ1aH IIHIKIX 3aMaap XalIarsl WIPYYIDK,
Japaa Hb YWLUIMIAT XOpTOM TIMK Y3C3H 3areapraii
Xapbllyyjiaxajl YUIVIICOH AHAIN3ATOPYYIbIl aKWUIyyJlaar.
IInHXUATH] TOAOPXOW Xasara (rapblH YCIT, YIIT SIBAN)
00st0H ep OyCHIH Yill akmaraa (TakKur) WIPYYIdX 39par
OpHO.

Bro Hp WUX3BWIPH CYIDKIIHUE Ton yymns3Bap I99p
Gaiipmamar Oereen »HY Hb uUpk Oyl OosoH Tapy Oyii Oyx
ypCTajbIr XsHaX 00IoMKTOH. Bro HE cymk»sHMiT ypcraisr
LyTIyyJax, IyyX, JyH THHKAIT) XAAX 33p3T QyHKILYYIbIT
XaHrajar. OH3 Hb TYI39M3J1 IPOTOKOIYYIbIH HApUHBUMIICAH
IYH IIMHKWITD  XMAX — 4YaJBapTail  0ereej  JHIXYY
MUHKWIMYHAR Yp IYH Hb @XUINIATJCAH YHII aXuiiaraar
JTYPCOAJIICOH X1 X3/PH Yiin aBnai tom [11].

E. Suricata (Hasnmmoii sxuiin IDS/IPS)

Suricata 601 'H331TT2# M3I2IIHIH afoyaTyi OaiisH
caHraac' OOJIOBCpPYYJICAaH HIITTIM 53X  CypBaJDKUilH
XaJJUIarsIlr WIPYYJIdX, COPTHIIIX cucTeM oM. beta XyBunbdap
Hb 2009 onbl 12-p capa rapcaH 0oJl aHXHBI TOITBOPTOM
xyBuabap Hb 2010 oHer 7-p capm rapcaH. Suricata Hb
XaJJUIarbIl WIPYYJIdX TalIOapT IOMHD CaHaa, TEeXHOJIOTWHT
HIBTPYYJIIX 30pUIT00p OYTIAIACIHH.

Haantra#t Mamamnmiin Aroynry# 6aitumsia Can (OISF)
Hb Suricata-7 Xammmara WIPYYIdX, COPTHIUIIX JTypMHHH
Garuplr onrozor Oereex awoyiaryil OaljIblH OHOBYTOH
TYBILMHT Xa/rajiax yii sBubIr Suricata-uiiH TyciaMKTanraap
xstnbapuryymnaar [12].

On-premises.
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Fig. 2. Xynanmaansr IDS/IPS-uifH 3ax 329J0HHH OCONTHHH Y3YYJIIT,
TIpOYM am,jioiiapaap rapraca Gaiaan

JlonxuitH Xammiara WIpYYIdX, YpPBIUMIaH COPTUIIIX
cucreM (IDS/IPS)-uitn 3ax 3231 2024 oux 5.7 TOpOym
aM.JIOJUTAPBIH YHAIITITIH Oaiican Oereen 2025-2034 oHbl
X0OpOHI *Ku OypuiiH HuiiMdn ecentuita TyBmuH (CAGR)
7.3 XyBbTaiiraap ecex TOOLIOOJIONTOH OaiiHa. Baiipuryynax
XUI0PpHITH aHTWI/UIAap aBy Y3BAJI YT 33X 3331 Hb JOTOO]

CYypWIyyIanTTail, YYJdH OpYMHI CyypWIcaH OOJIOH
XOJIMMOT ~ 3arBap TOCOH TypBaH YHICOH CETMEHTH]
xyBaargana. 2024 OHJ JOTOOJ CYyYypWIyYJNaiT Oyxuid

CErMEHT HUHUT 3ax 373JuitH 40 XyBHac JaBCcaH 33J19X XyBbTal
Gaibk, 2034 o rIx51 4 TOpOYM am.JOIIIApBIH Y3YYIDITHIT
JTlaBaH 6COX TOJIOBTHH OaitHa [13].

Cymxauauii TCP 80 mopT m33p AOTOrMIOO HIBTPIX
OOJIOM)KMIT OJITOJIOT TalT XaHbIH AYP3M Hb JIOTOOX B30
CepBepT ajcaac XaHaax OOJOMKHUHT OJTOHO. Xanaardua B30
cepsep pyy xamaaxnaa HTTP nopteir amuriax 601H0. DHY
xyBwI6apT IDS HE B30 TpadhUKHitH rapbIH yCIT OOJIOH CaiiH
MPJUIPT XaJAJArblH TapblH YCTUHH MAAPIJUIUAH CaHTUNUH
XOOPOHZ XapbIyyJlalT XuilX 3aMaap Xyyiab ECHBI TpadQuk
(3eBIIGEpOTICOH XONMOONTYYN) OOJNOH B3O CepBep pYY
XaJIaxbIl OPOJIICOH XOOPOH/IBIH sUIraar TOAOPXOMIIK yaiHa.
Oupn IDS HE CYIDKIIHUN aAMUHUCTPATOPT UHAM XaslIarbiH
Tayaap MAJIPIIK, 30XHUX apra XOMKI) aBaxbIl aHXaapyyJik,
qyXaj yypar TyHI TrIor.

Cymk9Huit  xammara wipyymx cucrem (IDS) Hb
afoynryd  OaliIblH  XaMraamaiThlH = XaMTHHH — epreH
XOPATIBIIIRT XAPIrCAYyAuiH Har oM. Oarasp [DS-witn
3apUM Hb HAINITTAH 3X YYCBIPTIIl Oerees XxaMruilH eprex
XOPATIAAIAT HIATTIN xuiiH IDS He Snort 6oson Suricata
FOM. Dr39p X0EpP XAPATCAIT Hb TAPBIH YCIIT CYyPUIICaH O0JIO0H
XOpJIOHTOM  yHn — axwularaar TOAOPXOMIOX — Aypamz
Tyaryypiaagar. JlypmyyZl Hb aryyira, IpoTOKOJ, HMOPT I9X
MOT, TYYHWISH Y axkuiniaraa/TpadGukniin rapan yycanTai
X0JI000TOH XOPTOH VIt akmularaar TOJOPXOWIIOT - 3HD
Toxuonaong cy»Kurtdi [P xasryymeir "xap xarcaanran
opyyinK, sarap IP xasraac rapanraii Tpadduk MIIPBII
anxaapyyiara erger. IDS-wifH TOXHMProoHOOC XamaapaH
TpapPuKIAT  COpIMKIYYIIX — OomoBd  TpaddHKmiT
36BILOOPOX, ICBAIT CIPIMKIYYJIAT 6rd 30rcooXbiH Tya IDS
Hb Xajyyjlaraac ypbAuwiaH copruiimdx cucrem (IPS)-wiin
TOPUM/T &KUJUTaXK Oalx ECTOM.

IPS Hb [OBTONTOOHBI OpPOJIJUIOTBIH YE€I 30XHX apra
X3IMIKIIT aBTOMAaTaap aBax 3amaap dyxaJl Yypar T'YHIPTISAAT.
Kunmanbon, B0 cepBeprdad XonOonThir Taciax / Xxaax.
Tuitmaac IDS Hp XamuiarblH OpOJIAJIONO 3CBAJT  XOPTOU
YHIIA  TapcHBl  gapaa  OypIrai  YYCT9XK, CYJDKI3HHIM
aJIMUHUCTPATOPT COPIMNKIYYJIIX 3aMaap HIPBXTYH YHIIAI
xuiar 6011 IPS HB 5r93p Yilll axuiiaraar HIRBXTIH XsHAK,
CYJDKI9T XaMTaaJlaXbIH TYJI SAT39p YT aKWIIaraaHbl 3Cpar
apra xomk3> apaar. Tuitmadc IDS  Gomon IPS  Hb
KOMITBIOTEPUIH CY/DKIOT XaMraayax CyJDKIIHUN TYBIIHHUIA
XaMraaJalThIH YYPAT TYHITIIIAT.

IV.  XBPArKYYJIDJIT

VYr TypWWITBIH axjaaap YWIAIUNAH CUCTEMYYIUNT
YYCIXK, Xajyiara WipyyidX, COpruiidx Suricata CHCTEMHUIAT
CyyJITaH TOXHPTOO XHIK, CY/DKIOHI TYPIIMITaap Xajara
XHHH Yp AYHT Xapax 00JTHO.
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DHAXYY cynairaaHji XyH OOJIOH aMbTaH OpPOJIIOOTYH,
XyBb XYHHIT TaHHX OOJIOMKTOH SIMap HOTDH ereraei
amumrnaaryid 6omno. Miimp €c 3yiiH 3eBmeepen 00JOH
MOIPRIRIA  CyypwicaH  CalH  JAypblH  36BIIOOPOI
maapaargaaryid. Cypanraar oOJIOH HHUHT3J — HIIJITTOMH,
HIINITTIH SXUIH CHCTEM OOJIOH 59X CYpBAJDKYY/IBIT AIIUTIIAH
TYMIPTIACHH.

YANANWAH cucTemyyguinr
BUPTYalb OPYMHL YYCrox
(Windows 10, Ubuntu)

Xangnara UNpyynax,
Capruinax cucTem
Cyynra, TOXMproo Xuiax

TypwnnTbiH
xapax

CYIBKI3HUA Xangnara
(DOS) XWiAxK TypLUUX

YP  AyHT

Fig. 3. TypuunTsH aKJIbIH €pOHXHUi OYTI

TypIIMITBIH @XIBII TYHLITIIX3A JapaaX TOXeepeMX,
YWLIJIMIH CUCTEM, XalAJarblH XOPOICIMUI alllUIJIacaH.
Yynnu:

a)3oe6puiin  komnviomep (Dell G155, i5-13450,
Memory 16gb, Disk 512gb SSD)
b) Bupmyans YUAOULIH cucmem (VMWare

Workstation Pro-o Ubuntu, Windows 10 yyczaax)
¢) Haonmmoii oxutin cucmem (Suricata)
d) Xanonazvin xapaecan (hping3)
e) Xanonazein mepen (Denial-of-Service /DoS/)

A. Typuwunmuin opunvle 63109X, Xan01a2a UIPYYIIX,
COP2UTIIIX HIDIMMIU IXULIH CUCMEMULIE CYYA2aX

OHAXYY TypIIMITA] HUWT CypBaH BHUPTYyal MAIIUHBIT
ammMriaacad. BupTyan MaluMHyyJq Hb rafaaj CYJDKIIHIIC
OypaH Tycraapiaracad 6eree;] 36BXxeH host-only anantepasp
JaM)KHH ~ XOOPOHIO00  XOJNIOOTAOXK, ULIyyA — Xapuiaa
TOITOOX00p TOXHpyyJsicaH. CyIDKIHHH yperambir XsHaX
30pMIITOOP XSHAJITHIH BUPTya MalIMHBIT man-in-the-middle
X37103p33p ammriacaH.

XSHaNTBIH 30pUYJANTTAll 3XHUA BUPTyajdl MallWH Hb
Ubuntu 24.04.2 LTS (64-bit) yinmmmidH CHCTEMTIH
(Monitor), XaMraaianTsIH 30pAYyIaITTal X0EP Taxb BUPTyal
MarmH Hb Windows 10 Pro (64-bit) yiuimniiH crucTeMTai
(User), xapuH Xajmiara TYWIPTIX 30pHYJIAITTaldl TypaB
naxp BupTyan mamuH Hb Kali Linux 2025.2 yimmmida
cucremtaii (Attacker) OaifHa.

XamraanaracaH X3paIJdr4uiiH — CYJDKIOHMM — Xasruir
Windows  Command  Prompt  OpYHBIT  alIWIJIaH
TOJOPXOWICOH. CYIDK39HUI MOHHUTOPHHI OOJIOH Xajyiara
WIPYYJI3X 30pHIT00p XSHANTBIH BHUPTyaJl MAaIIdH 93P
HIITTIH SXMIH Xayara wipyyiasX, COpruiiasX CUCTEMYY
6oox Snort 6050H Suricata-r CyypuilyyJiaH alllUIIIacaH.

Komannyyn: [12]
sudo add-apt-repository ppa: oisf/suricata-stable
sudo apt update
sudo apt-get update && sudo apt-get install suricata

B. Suricata IDS/IPS-0 moxupeoo xuiix

TypwunteiH  opumHp  Suricata Xxajyyiara  WIpYYJIDX
CUCTEMHUII CyypWIyYyJCHBl Jlapaa TYYHUH JypMHUIH
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YIUPATATEIT TOXUPYYJIAH, IHHP rules TUPeKTop YYCrak
XSHQJITBIH TYPMYYAHAT OONOBCPYyJCaH. DHIXYY IUPEKTOP
Hb CYJDK39HHHN YPCTaa XUHTIIX XSHAJT, XaJUTara WIpYyadx
JIOTUKUHIT TOJOPXOIIOX 30pHyNanTTail Gerees TYpLIMITAL
aIIuIiIacaH XaJJUIaTbIH TepPeJ TOXHPCOH JYPMYYIHIAT
Garraacas.

XSHAITBIH TYPMYYIUHUT OOJOBCpYyJIaxjaa CYJDKIIHUN
MAKETHIH TOJNTOM M3, TPOTOKOIBIH TOPOJ, X YYCBIP
0OJIOH 30pPWATOT Xasr, MOPTHIH Jyraap, MeH Xaljiaraj
Xamaapax OHIPIOT X3B NIMHXYYIUHT Xapraji3aH Y3C3H.
YycracoH IypMyyAd Hb TOJOPXOW HOXIION XaHTaracaH
TOXHUOJION COKUTTIN YHITHHAT WIPYYIDK, OYpTrax OOJI0H
mraap/ularaTaif yex  aHxaapyyinra  yyerax - Oaifmmaap
AKWIIIaxaap TOXUPYyIarjacaH.

WuracHp Suricata cucteM Hb OOAWT LATHITH TOPUMI
CY/DKIOHMH YpCTalbIl XsSHAX, TYpIIWITA] TYHLAITIICOH
XaJJUIaryyapIr Yp AYHTIH HIPYYJIdX OOJIOMXKTOH OOJICOH.
XSHAJITBIH AYPMYYAMNT TYpIIMITHIH SBUAJ Ilaapuiaratai
TOXMOJION, HIMHAUMWIDK, CaibKpyyJicHaap WIPYYIdATHIHH
HapuiBWIaN OOJIOH HalABapTai OANIIBIT HOMATAYY/ICIH.

Komannyyn: [12]
cd /var/lib/
sudo mkdir suricata
cd suricata
sudo mkdir rules
sudo mv custom.rules /var/lib/suricata/rules
cd /var/lib/suricata/rules
sudo nano custom.rules

C. CynocasHuil Xanonaza Xutidic ax)cuiazaae mypuux

CymK33HUM OpUMH Jaxb dM33T OaluIBIr TOZOPXOimox
3opwaroop Nmap  X3paIrclMidr  allMMIaH — 30PHITOT
XOPITIAIYUMH  TOpT OOJOH  YHIUMIATISHUM  TYBIIHUH
IIMHKUITIAT  TYWLRPTIICOH. YT IMHXKWITIOHUNA  BLAJ
HOOATTOH OOJOH 5M33r Oaibk  OoJ30WTYH MOPTYYIBIT
WIPYYIDK, THAIIIP 133D XWX Oyd YHITUUIATI HUIN TOpell,
XYBHJIOAPBIH M3JIPIUIUIT TOZOPXOMIICOH.

Nmap-aap 0K HIPYYICOH Yp AYHI YHIPCISH OOIHT
OpYMHJ TYI33M3J1 TOXUOJAJOT XaJJUIarblH CLEHApUNT
COHTOH aBY, TYPUIWITHIH X&JIIIArbIl  TYHIITIICHH.
XanmrarelH SIBIJ CYJDKIOHUH ypcraji, MakeThlH OyTaIl
OOJIOH XaJUIaThlH X3B IMIMIDKYYAMHr Suricata xammmara
WIPYYIdX CHCTeM OOAMT LAruMifH TOpHUMJ  XSHAX,
WIPYYIITUHH YaABaphIl YHIJICHH.

DHAXYY TYPIIHIT Hb 3M33T MOPTYYH A33P UHIIIICIH
XaJIUIArbIT HIZJITTIN SXUIH XaJyiara WipyyJidX CHCTEM X3P
YP AYHTIH WIPYYJDK, Xapuy apra XaMd3d aBaxX 0O0JIOMKTOMN
ICOXUIT OOAUT HOXIOJA TYPUIMNTAAP MIArax OOJOMKHHT
OYpIYYJICOH.

Komannyyn: [14]
nmap -Pn 192.168.152.136
sudo hping3 -S —flood -V -p 135 192.168.152.136
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Fig. 5. TypumnnTsH yenilH KOMIBIOTEPBIH adaasal

D. Cynocrsnuil xanonaewie Suricata IDS/IPS awuenan
XAHAX

DoS tepnuiiH xananarsir WiIpyyJa3x 3opuiaroop Suricata
CUCTEMJ] 30pUYJCaH TyCrail XSHAaITbIH JypMYYAMUr
60JI0BCPYYIIK, TOXHPTOOH] HIBTPYYJICIH. DAT33p AYPMYYI
Hb TOJIOPXOM XyrauaaHia 3O0pPHITOT CHUCTEM pYY HX
XOMKIOHUI  CYJDKIOHHMHA  XYCOAT WIMIIIAMK OyH  XdB
HMIMHKUHAT WIPYYAIXD]] YUTIIICIH 06ree ] MakeThIH JaBTAMK,
9X YYCBIpHMHH Xasr, MOPTBHIH JQyraap 33p3r MIanryyp

Y3YYIDATYYIARA — TYATyypilaH — aXuulaxaap  30XHOH
Oaiiryynaracas.

XAHaNTBIH ~ OYPMYYOUIT — WASBXKYYJICHUH — Japaa
TypmunTelH  DoS  xammmareir  TyHmpTrak,  Suricata

CHUCTeMHUUH JIOT OYpPTIJIMIH XOCOTT YYCCOH aHxaapyyira
00110H OYPTIANMIH M3 IRIIUTUHT IUHXWICOH. JIor erermen
XaJIJIareld 3XJI9X Xyranaa, anuriiacad mpoTOKOJI, 3X YYCBIP
0O0JIOH 30pMIITOT XasT, WIPYYICOH XaIUIarblH TOPOJI 33p3T
M3UIYYA OypTraraciH Oereej »Ardp Hb Xaniara
AMKUITTal WIPYYIISTICOHUHIT HOTODK OaifHa.

Witnxyy nor OypTryuiH yp AyHA Tynryypiaan DoS
XaJJUIarbIT WIPYYJIdX TYPMYYIHUAH Yp amlur, WIPYYIdITHIH
HainBaprail Oaiiman OOJOH OOJUT OPYHMHI XIPIMKHX
OOJOMXKHHIT TYPINWIITAADP YHAIIX OOIOMK OYPJICIH.

Komannyya: [12]

alert tcp any any -> SHOME NET any (msg:”Possible
Denial-of-Service attack!”; flags:S; flow:stateless;
threshold:type both, track by dst, count 200, seconds 1;
sid:10001; rev:1;)

sudo suricata -c /etc/suricata/suricata.yaml -i ens33

sudo tail -f /var/log/suricata/fast.log

V. YpavyH

OHAXYY CyHanraaHbl XYPI3HA CYDKI9HHUN XaJUlarblH
TYpPUIMATBIT TYHIDPTIYK, XalUIarell  HWIPYYIdX  OOJ0H
XaJijaraac COpPTUMIdX daaBapelr Suricata CHCTEM AI3p
TYpUIMH  YHAIUDO. TypIIMATBIH Yp JAYHID3C  Xapaxaj
XOPADKYYJICOH XaIaryyasIr Suricata CHCTEM aMKHITTal
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WIPYYJDK, yAMaap XaJIarblH HeJNeeUIMir Oyypyyiax,
COpruitmdx OomoMkTON 607M0X Hb OaTmargcaH. DHY Hb YT
cucteM OOAWUT OPYMHI CYJDKIHHUHM alOyAryi Oaimisir
XaHraxaji yp IOYHTOH amwuriargax OOJOMIKTOMr Xapyyink
Gaitna.

TypmmiTBIH  X3PATIATY  PYY 36BXOH HOT  XOCTOOC
XaJJyiara Xuiuxa 1 mporeccopbiH OOJIOH CYIDKIOHUI adaanai
oiiponooroop 10-20 maxwH HAMATACOH OaifHa. YYHI3C
JIYTHOX3J] OJOH TOOHBI XOCTOOC 39PAT Xajjiara XUHCOH
TOXMOJNON ~ TyXallH  X3p3IJI3rd  3CBAI  CEpPBEPUMT
YHITYMATI2HIIC OYp MOCOH raprax 00JIOMKTON TICOH YT IOM.
Vr xanmnareir Distributed Denial of Service rax Hapmmar.

OMHOX WKWJ TOPJIMKH CylalraaHyyATai XapbllyyJaxas,
9HAXYY @XKIBIH TOJ OHIUIOT Hb 6MHEe Hb OPreH XYPIIH[
Typmmraax Oairaaryd, XapbLaHTyil IIHHY OpYMH OOJOH
TOXHProo OYXHH CHCTEM JI39p TYPLIMATHIN TYHITIICOH
sBIan oM. VIX9HX CynanraaHj yJamikJIalT 3CBAI ©preH
XIPAMJIdTUAT Xaiara WIPYYJIdX CUCTEMYYIUHT CTaHIapT
OpYMH[ TypIICaH Oaimar OO HIXYY cyaairaa Hp Suricata
CUCTEMHUITH OOJHUT X3PIIJIIIHUI OONOMKHUIT eep eHIIreec
YHOJICOHIIPID MIMHAIAT a4y XOJIOOTJONTON K Y3K OaifHa.
WitMa yr yp JAyH Hb CYJDKIOHHMH Xamujara HIpYYJIdX
CHCTeMYYAUIH CyJalraan; IIHHD HOTOJIT00 HAIMXK erd OaifHa.

KX yXaaHbl YYAHIIC aBY Y3B2J, SHIXYY CyJanraa
Hb HOUITTOM OXMWH Xajuiara WIPYYIdX CHCTEMHMT
TYPUIMIITBIH OPYWHJ AallWIJIaH, TYYHHH WIPYYJdX OOJOH
COPIHIIIX Ya/BaphIl OaTanraaKyysicaH OOIUT TYpPIIMITHIH
YP AYHT caHai Oonrox OaliHa. DHd Hb AN MKUI TOPIHHH
CHUCTEMYYAMIH TYHLDPTIOAMAT XapbllyyllaH CcyulaX, MeH
Xaliara WIPYYJIdX MEXaHU3MBIH Yp alllTHHT JI3ILTYYIIX
CylayraaH Cyypb M3IAIIIT OOJIK allIATIaraax 00JIOMKTOM.

[IpakTHK XIpATIIIOHUNA XYBBJ, CydalraaHbl Yp IYH Hb
Oaliryyiutara, OalTyyJUIarblH CYJDKIOHHH aIMHUHUCTPATOP
OOJIOH MAPIIUTHIAH Al0yNATYH OalIbIH MIPTIKIITHYYID
Suricata CHCTEMHUIT CYJDKIOHHUIA Xajjjiaraac xamraaiaax
XOPATCcaIT OOJITOH aIuriax 00auT 00JIOMXK Oalraar xapyyJynk
OaifHa. SlmaHrysa HI3NTTOH OSXWMIH CHCTEM alluriacHaap
3apman  Oarataif, ysH XaTaH IIHHIT  XOPIIKYYIIX
60JIOMKTON Hb MIPAKTUK a9 XOJIOOTUTBIT HAMATAYYIDK OaifHa.

I>coH  xommit 9 9HAXYY CyJainraa Hb  3apuM
xsaraapnantraid.  Tyxainban, TypruwiTaj — amuriacaH
XalUIaTblH ~ TepeJi  Xsi3raapiuarnaMman — OailicaH — Oereej

TYPIIMITHIT 36BXOH HOT JI Xajlara WIpyyJIdX CHUCTEM AIDP
rYHIRTrICoH. MM npas iy iH cyaanraan]| XaiularbiH Teped,
CLIEHAPUWAT OpreXXyYyJIdX, MOH OJIOH TOpJHiH Xaljjara
WIPYYJI9X CUCTEMYYAUMH IYHIDTIIMUT XapbllyyaaH Cyulax
Hb WYY OOMUTON, epeHXHH AYTHAIT rapraxaj dyxajdl ad
XOJIOOTJONTOM Ik Y32k OaliHa.

VL

Jonxuil JaxuHbl XOMXKOIHJ KuOep aroyiryid Oaiisir
XaHrax acyyjaid Xypuaap TaBurjax Oaiiraa eHee yen
Gaiiryysnarsid 00JI0H XyBUIH CYDKIIHUM aroyaryi 6aiaisr
Xamraanax, Xajularaac yppAdujaH COPTUIIIX Maml amap,
XsUTOap MU 001 HIRATTIH axuitd IDS/IPS mmiinai oM.

JYTHDIIT

XyBb XYH 00JI0H a10aH Oalryyuiaryys 3apaai raprairyi
aIlIUIIIax, IPOrpaMM XaHTaM)KUHH 59X KOAYYJBIT ©6pCcle1e0
TOXMPYYJIaX, XOIKYYJIIT XUHX, XaMIaaJlalIThIH JypPMYYIHHAT
30XHOX OOJIOMKHHT OJITOHO.
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Yr XamuiarblH S5CPIr CHCTEMHHT MIYY XOIXKYYJIdH
xaparmrann 313 (User-friendly) mnTepdaiicTsit 6onron
aIuriaax OOJIOMIKTOM.

[{aamma yr cHCTEMYYAMHT XHHMDI OIOYHI CYypHIICaH
MUHKWIMOHAR  apryyATail XocHyyJiDK, XaJjlarblH XdB
LIIMHKMAT aBTOMAaTaap TaHMX, IYPMUIH caHT yxaanraap
IMHAWIDX, OOUT LATHHH aHAIUTHK TYHIITIIX OOJOMXKHHAT
OYPAYYIICHIBP WIAPYYJINT OOJOH COPTUIIIIITUIH Yp alIrHir
HAMAIYYI3X 60moMkToN. MeH aroynryit OaiIyIbIr XaHTaXbIH
TYJIJ CUCTEMHUIMH TOXHMProor OaiHra HMIMHAYWDK, TYPMHUMH
CaHr TOTTMOJI HIANTAX, CY/DKIIHHH OPYHBI OHIUIOT, IIUHD
TOpIMHH  XaJjyiaraj HUMLYYJI9H JacaH  30XHIyyJax
maap yiaratail. itm apra XaMKIoHYYIUUT X3PATKYYICHIIP
HOATMH  AxuidH  IDS/IPS  cuctemyynuitH  yp  amwr,
HalBapTaii Oaiigan, OOJUT NATHfH XaMTaalalT WIyy eHIep
TYBUIMH]] XYP3X OOJIOMKTOM.

Witma waantTon sxuitn IDS/IPS cuctemyyn Hb 3apnman
OaraTaif, ydH XaTaH, MPAKTUK XIPITIISHI TOXHPOMKTOU
XaMraalaiaTblH  XdpArcayl  TOMUUIYH, XUHUMAI  OIOYH]
CyypwiICaH IIMHXKHWII33, TOITMOJI TOXHUPIroo, aroyiaryi
OaifIuTbIH apra XdMXKIIT XOCIyyJicHaap Oaiiryyiiara GOJIOH
XyBb XYHHH CYIDKIOHHH afoynryi OaduIsIr TOTTBOPTOM, Yp
aIurTail xamraanaxaj XyBb HOMID opyyJiax OOJOMKTOH.
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Evaluating the influence of Al systems on memory,
attention, and analytical skills
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Abstract— This study examines the influence of artificial
intelligence (AI) technologies on key cognitive processes among
university students and instructors. In the context of digital
transformation in higher education, AI has become a significant
factor affecting attention, memory, critical thinking, creativity,
and problem-solving skills. A mixed-methods approach was
employed based on survey data collected from 83 respondents.
Quantitative results indicate that AI has the strongest positive
impact on memory and problem-solving (mean rating M = 5.0),
supporting rapid information access and knowledge
structuring. A moderate positive effect was observed for
attention and creativity (M 4.0), although participants
reported risks related to distraction and reduced originality of
ideas. Critical thinking emerged as the most vulnerable
cognitive domain (M = 3.0), reflecting a tendency to rely on
automated responses rather than independent analysis. Overall,
the findings highlight the importance of responsible integration
of Al and the development of pedagogical strategies aimed at
fostering analytical reasoning and digital literacy.

Keywords—artificial intelligence, cognitive processes,
attention, memory, critical thinking, creativity, problem-solving,
digital literacy, educational technologies, higher education.

L INTRODUCTION

The rapid development of artificial intelligence (AI)
technologies has significantly transformed the ways in which
information is perceived, processed, and applied within
educational settings [13]. In recent years, Al has become an
integral component of the learning process—from intelligent
systems for data search and analysis to generative models
capable of producing texts, images, and solutions to complex
tasks. As the number of Al-powered tools increases, so does
the scale of their influence on human cognitive activity,
making it essential to conduct an in-depth scientific
examination of these changes.

Cognitive processes—such as attention, memory, critical
thinking, creativity, and problem-solving—constitute the
foundation of both academic and professional performance.
These processes define the quality of knowledge acquisition
and shape educational outcomes. The integration of Al into
daily learning practices has the potential to enhance certain
cognitive abilities while simultaneously weakening others,
thereby creating new pedagogical challenges. For instance, Al
can facilitate the structuring of large volumes of information
and support algorithmic thinking, but uncontrolled use may
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reduce analytical depth or encourage superficial learning
strategies.

International studies highlight the dual nature of AI’s
impact on cognitive functioning. According to recent reports
by UNESCO and the OECD (2023-2024), digital tools
significantly increase access to knowledge and enable
personalization of learning [8,9]. At the same time, they
influence cognitive load, attention patterns, and student
motivation. Whether Al fosters learner autonomy or,
conversely, encourages dependence on ready-made
algorithmic solutions remains an open question [10]. This
uncertainty underscores the need for empirical assessments of
Al’s effects on cognitive components, particularly in higher
technical education, where digital tools are used most
intensively.

Despite growing academic interest in this topic, research
on the influence of Al on cognitive processes among students
in Central Asia remains limited. The educational environment
of Uzbekistan has undergone rapid digital transformation in
recent years, making the study of Al usage especially relevant.
The local context is characterized by limited access to
traditional resources, high motivation to master ICT,
accelerated implementation of digital platforms, and a strong
ability of students to adapt to new technological tools.

Therefore, the present study aims to evaluate how students
and university instructors perceive the influence of Al on key
cognitive processes and what specific changes they observe in
their learning practices. The findings help identify the
advantages, limitations, and potential risks associated with Al
use, providing a basis for developing recommendations for its
safe and effective integration into educational activities.

1L

The question of how artificial intelligence influences
human cognitive functions has become a central topic in
contemporary academic discourse. Over recent years,
numerous studies have examined the transformation of
attention, memory, and reasoning mechanisms under the
impact of digital tools, including generative models and
adaptive learning systems.

LITERATURE REVIEW

Modem researchers emphasize that Al is increasingly
capable of replicating elements of human cognition, such as
logical reasoning, information generalization, and learning
from accumulated experience [1,2,15]. Many international
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authors describe generative Al models as “cognitive partners”
that augment human thinking, particularly in tasks involving
data analysis, creativity, and complex problem-solving.

Another significant body of research addresses the ethical
and psychological implications of Al integration.
Lyapuntsova and Vlasova [2] argue that AI’s interaction with
human cognition inevitably raises concerns about intellectual
autonomy, accuracy of knowledge, and the quality of
decision-making. Scholars highlight the importance of
interdisciplinary approaches linking cognitive psychology,
neuroscience, and computer science.

Several studies focus on the risks associated with
excessive reliance on digital technologies. The “lazy brain
paradox” suggests that constant dependence on Al may reduce
analytical depth and autonomy, fostering a tendency toward
superficial information processing [3,4]. These effects are
particularly notable among university students, who
frequently use Al to accelerate assignments, potentially
leading to reduced cognitive load and weaker critical thinking
skills. Generative Al models are described as cognitive
partners that augment human thinking and support complex
problem-solving. [5, 6]

International reports from UNESCO and the OECD
(2023-2024) reinforce the dual nature of AI’s impact on
cognition:

on the one hand, Al enhances personalized learning,
reduces cognitive load, and improves access to information;

on the other hand, it may alter attention patterns, reduce
sustained concentration, and encourage habitual reliance on
quick algorithmic responses [8, 9].

Despite the growing number of studies in this field, there
is still a lack of research examining the cognitive effects of Al
on learners in Central Asia. Given the rapid digital
transformation in Uzbekistan’s education system, this topic is
highly relevant, as the integration of Al requires a careful
assessment of its consequences for the cognitive development
of students in technical disciplines.

Overall, the literature demonstrates that Al exerts a dual
influence: it expands cognitive capabilities while
simultaneously introducing risks that require pedagogical
oversight. These findings highlight the need for empirical
studies aimed at identifying which aspects of cognition are
strengthened by Al and which may require additional support
within the educational process.

III. RESEARCH DESIGN

The study was conducted at the Tashkent University of
Information Technologies named after Muhammad al-
Khwarizmi and was aimed at examining the influence of
artificial intelligence technologies on key cognitive processes
among students and university instructors. The
methodological framework of this study was based on a
mixed-methods approach combining quantitative and
qualitative strategies [3].

Ethical considerations were carefully addressed
throughout the research process. All participants were
informed about the purpose of the study, the voluntary nature
of participation, and their right to withdraw at any stage
without any adverse consequences. Informed consent was

obtained prior to data collection. The study protocol was
approved at the institutional level by the Tashkent University
of Information Technologies named after Muhammad al-
Khwarizmi. Data were collected and analyzed in an
anonymized form, with no personally identifiable information
recorded. Access to the dataset was restricted to the research
team, and the data were used exclusively for academic
purposes in accordance with institutional data protection
policies

Participants

A total of 83 respondents participated in the study,
including:

e 18 instructors
e 065 students.
Gender distribution:
e 24 female
e 59 male participants.
Inclusion criteria were as follows:
1. active use of Al technologies for at least one month,;
2. voluntary participation;

3. understanding of the study's objectives and data
processing procedures.

This composition allowed for cross-group comparisons
and identification of specific perceptual patterns.

Instruments

Data were collected using a structured questionnaire
consisting of two main sections: a quantitative and a
qualitative block.

1. Quantitative section

The first part included a series of statements assessed on a
five-point Likert scale (I — “no influence”, 5 — “strong
influence”). Participants evaluated how Al affects the
following cognitive processes:

e attention,

e memory,

e critical thinking,
e creativity,

e problem-solving.
Sample items:

e Does Al help you maintain concentration while
completing tasks?

e Does Al enhance your ability to memorize or recall
information?

e Does Al influence your capacity for independent
analytical thinking?

This scale enabled a systematic quantitative assessment of
participants’ perceptions.

2. Qualitative section
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The second part invited respondents to provide open-
ended reflections on their experiences using Al. Questions
focused on:

e specific examples of Al use;

e perceived advantages and limitations;
e observed cognitive changes;

e user concerns and expectations.

Responses were interpreted through thematic coding, with
the following categories emerging: “cognitive enhancement,”
“risks and challenges,” “changes in learning strategies,” and
“impact on motivation.”

Procedure

e The survey was administered online using a secure
Google Forms platform.

e Completion time averaged 7—10 minutes.

e Participants were informed in advance about

anonymity and confidentiality.

e Data were processed using Excel and SPSS
(descriptive ~statistics: means, medians; group
comparisons by mean values).

e Invalid or incomplete responses were removed during
data cleaning.

Internal consistency was assessed using Cronbach’s
Alpha, which showed a high level of reliability (o = 0.84).
Validity was ensured through expert evaluation and pilot
testing on a small sample.

The study adhered to ethical standards of voluntary
participation and confidentiality. All respondents provided
informed consent, and the data were analyzed in anonymized
form.

IV. RESULTS

The analysis revealed that Al exerts the strongest positive
influence on memory and problem-solving. [11] The
quantitative results, summarized in Table 1, illustrate the
overall tendencies reported by the participants.

TABLE I. DESCRIPTIVE STATISTICS OF Al IMPACT ON COGNITIVE

PROCESSES (MEAN + SD)

Cognitive process Mean score SD
Memory 5.0 <0.10
Problem-solving 5.0 <0.10
Attention 4.0 0.78
Creativity 4.0 0.81
Critical thinking 3.0 0.92

A. Memory and problem-solving

Memory and problem-solving received the highest mean
ratings (M = 5.00, SD < 0.10), indicating strong consensus
among participants regarding the positive role of Al in these
cognitive domains. Respondents emphasized that Al
accelerates information retrieval, supports the structuring of
learning materials, facilitates algorithmic thinking, and assists
in data analysis for academic assignments. The very low

25

variability suggests a consistent perception of Al as an
effective cognitive support tool in task execution and
analytical activities.

B. Attention

Attention demonstrated a moderately positive effect (M =
4.00, SD = 0.78). Participants reported advantages such as
reduced cognitive load and faster access to relevant
information. At the same time, several limitations were noted,
including excessive notifications, multitasking demands, and
occasional overreliance on Al-generated suggestions, which
may negatively affect sustained focus.

C. Creativity

Creativity was also rated positively (M =4.00, SD=0.81).
Respondents highlighted AI’s role in idea generation and
inspiration, particularly during the initial stages of creative
tasks. However, concerns were expressed regarding potential
loss of originality and the production of template-like outputs,
indicating a need for balanced use of Al in creative activities.

D. Critical Thinking

Critical thinking received the lowest mean score (M =
3.00, SD =0.92), reflecting substantial variability in responses
and heightened concern among participants. Respondents
reported risks associated with uncritical acceptance of Al-
generated answers, reduced analytical engagement, and the
development of cognitive dependence. These findings align
with previous research addressing the phenomenon of
“passive thinking” in technology-supported learning
environments [10].

E. Differences between students and instructors:

Descriptive comparisons revealed notable differences
between participant groups. Students more frequently
indicated reduced motivation and oversimplification of
learning tasks when using Al tools, whereas instructors
emphasized improved efficiency in planning, analysis, and
assessment activities. Gender-based patterns suggested that
female participants more often highlighted creative
enhancement, while male participants emphasized analytical
and technical benefits associated with Al use

V. LIMITATIONS OF THE STUDY

Despite the contributions of this study, several limitations
should be acknowledged when interpreting the findings.

First, the sample was drawn from a single higher education
institution, which limits the generalizability of the results to
broader educational contexts. The findings therefore reflect
the characteristics of a specific institutional environment and
the digital readiness of its participants.

Second, the study relied on self-reported data, with
participants evaluating the perceived impact of artificial
intelligence on their own cognitive processes. This approach
may be subject to response biases, including social desirability
effects and limited self-awareness. The inclusion of objective
cognitive measures would strengthen the validity of future
research.

Third, the sample size (N = 83) restricts the use of more
advanced statistical modeling and the detection of subtle
group differences. In addition, the cross-sectional design of
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the study does not allow for assessment of long-term cognitive
changes associated with sustained Al use.

Future studies should therefore consider larger and more
diverse samples, involve multiple institutions, adopt
longitudinal research designs, and integrate objective and
behavioral assessments to obtain a deeper understanding of
the cognitive effects of artificial intelligence.

CONCLUSION

The present study provides a comprehensive assessment
of how artificial intelligence technologies influence key
cognitive processes among university students and instructors.
The findings demonstrate that Al exerts a multifaceted and
ambivalent impact on cognitive processes [12]. Its effects
depend on the purposes of use, user competencies, and the
educational context.

Al showed the strongest positive influence on memory and
problem-solving, functioning as a tool for rapid information
retrieval, knowledge structuring, and generating efficient
solutions. These results align with international research
emphasizing AD’s potential to reduce cognitive load and
enhance analytical performance [11, 7].

A moderate positive effect was observed on attention and
creativity, with participants noting improved focus and
increased capacity for idea generation. However, challenges
were also identified, including distraction caused by
multitasking with digital tools and the tendency of generative
models to produce template-like content [5, 6].

The most vulnerable area proved to be critical thinking,
where participants reported reduced independence, shallower
analysis, and a tendency to rely on ready-made responses. This
pattern corresponds with the concept of “passive thinking,”
which emerges when digital prompts replace active cognitive
engagement [10]. The findings highlight the need for
pedagogical strategies aimed at promoting analytical
reasoning and argumentation skills [3].

Overall, Al can serve as an effective educational tool, but
only when used responsibly and thoughtfully. To ensure its
safe and productive integration, the following
recommendations are proposed:

1. Integrate Al in ways that prioritize the development
of critical thinking rather than merely accelerating
task completion.

Design learning activities requiring verification,
analysis, and comparison of Al-generated outputs.

3. Improve students’ digital literacy by teaching them
to evaluate the accuracy, validity, and ethical
implications of Al use.

26

Implement specialized Al literacy courses that foster
conscious and independent application of digital
tools.

5. Maintain a balance between manual cognitive efforts
and automated assistance to prevent algorithmic
dependency.

In conclusion, AI has the potential to enhance
personalization and efficiency within higher education.
However, its meaningful use requires strengthening
metacognitive skills and fostering critical awareness among
learners. The results of this research provide a foundation for
further studies exploring the long-term cognitive effects of Al,
the effectiveness of blended learning approaches, and the
development of pedagogical models that incorporate Al
without compromising the quality of human reasoning.
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Abstract— The article examines the impact of key factors learning has sparked debates about its quality and
from Self-Determination Theory (SDT) on student motivation in effectiveness.
the context of online learning. The focus is on the satisfaction of
psychological needs for autonomy, competence, and relatedness,
as well as their relationship with intrinsic and extrinsic . . . .
N e Online learning can achieve a level of quality
motivation. Based on data collected from 372 students, . . .
significant correlations between these variables were identified. comparable to t‘radltlonal_ in-person education [4-6]. .
In particular, autonomy demonstrated the strongest association e At present, online learning does not meet the quality

Several perspectives are highlighted regarding the
effectiveness and quality of distance education:

with motivation (r = 0.686), while competence (r = 0.520) and criteria of the traditional format, but this may become
relatedness (r = 0.479) showed moderate relationships. The possible in the future [7].

article concludes with recommendations for enhancing student e  Distance education will inevitably fall short of in-person
motivation, including fostering flexibility in learning, learning because of inherent limitations that cannot be

strengthening feedback, and improving social interactions in the

fully overcome [8].
online environment.

One of the most debated issues in online learning remains
student motivation. The complexity of motivation as a
phenomenon is due to several factors: on the one hand, it is
interconnected with the subject’s needs and will, and on the
other, it cannot be unequivocally defined within the
frameworks of biological, psychological, or sociocultural

I INTRODUCTION perspectives [9,10]. The relationship between motivation and
. academic success is considered important by most

In March 2020, the COVID-19 pandemic forced . . portant by .

. o . . - researchers, while the understanding of motivation and its
universities and colleges worldwide to switch to online . . . .

. . " . nature remains a subject of debate in the academic
learning. This abrupt transition, driven by lockdowns,

S . D community. Academic researchers in online education have
affected all spheres of public life. During the initial months, focused th}:air efforts on exploring the relationships between
educational institutions faced challenges related to technical P & P

. L . motivation and other variables: course structure, learning
preparation, organization of the learning process, and the . . . .
. . organization, specifics of the learning environment,
psychological adaptation of students and teachers [2]. . .
u or r the past four vears. the initial shock has been autonomy, gender characteristics, professional employment,
reO\IZZ d,t? vea ehgs: oofuazzl :;S :n d reﬂsec(t)icon Osn ihe levels of aspiration, instructor competence, types of rewards,
COII)ISG uenc}és ofrt)his transition [}é] communicativeness, anxiety, media literacy, and other
qu , tudies have been ’ devoted to the impact of aspects [11]. Currently, there are several main approaches to
_umerous studies have been devoted 1o The impact o understanding motivation. Among the most developed are the
online learning on various aspects of the educational process, o . . .
including academic performance. the specifics of interaction attribution theory (establishing cause-and-effect relationships
& P ’ P . to explain performance outcomes), expectancy theory
between students and teachers, the emotional state of (motivation as a function of success expectations), goal
learners, as well as emerging organizational and technical . . . pect ) &
difficulties [3]. At the same time, the issue of student orlgntatlon t heory (achieving results or avqldlng fallures),
motivation remains one of the keys ar’ld most complex topics somal-gogmtwe Fheory (autonomy as the main driving force
The pandemic has demonstrated the diversity of online of motivated actions), and self-determination theory (SDT).

. . L SDT highlights three key psychological needs, the
learning formats, encompassing synchronous sessions in real- . . . :
. . . satisfaction of which contributes to the enhancement of
time (e.g., via Zoom or Microsoft Teams) and asynchronous . o
. . . Intrinsic motivation:
formats based on materials from massive open online course Autonom the ability of students to choose and control
(MOOC) platforms. Although such tools have significantly Y Y

. . their educational process.
expanded access to education, the very format of distance Competence — confidence in their ability to cope with

academic tasks.

Keywords—autonomy, competence, digital education,
intrinsic and extrinsic motivation, online learning,
relatedness, Self-Determination Theory (SDT), student
motivation.
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Relatedness - a sense of belonging to the student and
faculty community.

Self-Determination Theory (SDT), developed by R. Ryan
and E. Deci, provides a conceptual framework for analyzing
intrinsic and extrinsic motivation, which we apply in this
article to study the impact of key educational process factors
on student motivation. In particular, SDT will allow us to
evaluate how satisfying the needs for autonomy, competence,
and relatedness contributes to improving students'
engagement and academic success in online learning
conditions, as well as their impact on educational outcomes.

The purpose of this article is to examine the impact of key
factors identified by Self-Determination Theory on student
motivation in the context of online learning. The authors aim
to determine how the satisfaction of autonomy, competence,
and relatedness needs influences intrinsic and extrinsic
motivation, as well as to provide recommendations for
improving the educational process.

IL

The research sample comprised 372 undergraduate
students aged 19 to 28 years, enrolled at the Tashkent
University of Information Technologies (TUIT) named after
Muhammad al-Khorazmi and its three regional branches.
Participation in the study was entirely voluntary, and all data
were collected anonymously to ensure confidentiality.

MATERIALS AND METHODS

A. Survey methodology

The study employed a structured questionnaire
incorporating two psychometric scales to assess key
variables:

1. Basic Psychological Needs Scale (BPNS)
This scale was utilized to evaluate the degree of
fulfillment of three fundamental psychological
needs: autonomy, competence, and relatedness.
Sample items:

1. Autonomy: "I feel that I can make my own choices
about how and when I learn."

2. Competence: "I feel confident that I can handle
learning tasks."
3. Relatedness: "I feel part of a learning community."

Responses were recorded using a 7-point Likert scale
ranging from 1 (completely disagree) to 7 (completely agree).
2. Academic Motivation Scale (AMS)
This scale was implemented to measure intrinsic and
extrinsic dimensions of academic motivation.
Sample items:
1. Intrinsic motivation:
interesting."
2. Extrinsic motivation: "I study to get a high grade."”
This methodological approach facilitated a comprehensive
analysis of students’ psychological needs and motivational
orientations.
The questionnaire consisted of 15 questions and was
distributed through the Google Forms platform. The time to
fill out the questionnaire was 10-15 minutes.

"I study a subject because it is

B. Data collection

Data collection was carried out over a one-month period in
2024 using an online survey platform. Prior to participation,
all respondents provided informed consent, ensuring their
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voluntary engagement in the study and adherence to ethical
research standards.

C. Data analysis

The following methods were employed for data
processing and analysis:

Descriptive  statistics. Mean values and standard
deviations were calculated for each variable: autonomy,
competence, relatedness, and overall motivation. These
metrics provided an overview of the current level of
satisfaction with basic needs and student motivation.

Correlation analysis. Pearson’s correlation analysis was
used to evaluate the relationships between the variables of
autonomy, competence, relatedness, and overall motivation.
This allowed for identifying which variables were most
strongly associated with each other.

Regression analysis. Regression analysis was employed
to determine the contribution of each variable (autonomy,
competence, relatedness) to students’ overall motivation.
The formula for calculating mean values for each variable
(autonomy A, competence C, relatedness R) was as follows:
S (1)

n

X=

where:
x; — the value of the variable for the i-th student,
n — the total number of students (372)
Example calculation for autonomy:
LY
A=
372
The autonomy values were summed up Y. A; = 1678.92
and divided by the total number of students n = 372
As aresult, we obtained the mean autonomy value.
1678.92 451

372

Similarly, the mean values for the other variables were
calculated: C=417,R =4.12,M = 4.29
The formula for standard deviation:

o= ’Zf;l(xi—i)z
n
where:

x; — the value of the variable for the i-th student, X —
mean value of the variable, n — number of students.
Example calculation for autonomy:

@

The sum of squared deviations for autonomy was 235.68,
hence:

Oy =

Similarly, the mean values for the other variables were
calculated: oc = 0.70, og = 0.90, oy = 0.75

To identify the relationships between the variables of

autonomy (A), competence (C), relatedness (R), and

motivation (M), Pearson’s correlation coefficient (r) was

used:

ry = Bt oD 3)

LR E 52
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where: x;,y; — the values of two variables for the i-th
student, X, Y— their mean values.
Example of the correlation between autonomy and
motivation:
22 (A —A)(M; — M)

Fam =

Z1(Ai - A7 XTE(M; — M)?

The calculations yielded ry = 0.686
Similar values for the other pairs
0.520, rgm = 0.479
To evaluate the contribution of autonomy (A), competence
(C), and relatedness (R) to overall motivation (M), the
following model was used:
M=w;-A+w,-C+w3z-R+e€ 4
where: w; = 0.4,w, = 0.35,w; = 0.25 — weights of
the variables, € — the random error of the model.
Example calculation of overall motivation for one
student:

were: I'cy =

for student with (4; = 4.8), (C; = 4.2),(R; = 4.0)
M;=04-48+0.35-42+0.25-4.0=4.39
The mean motivation value was calculated across all

students: M = 4.29
I11.

The results are presented in the following table:

RESULTS

TABLE I. SUMMARY OF VARIABLES AND THEIR RELATIONSHIP WITH
MOTIVATION
Standard . .
Variable Mean (M) deviation C;rgzljl;?(?nvg;h
(SD)
Autonomy (A) 4.51 0.80 0.686
Competence (C) 4.17 0.70 0.520
Relatedness (R) 4.12 0.90 0.479
Motivation (M) 4.29 0.75 1.000

The findings of the study demonstrate that students
generally perceive their levels of autonomy, competence,
relatedness, and overall motivation as above average.
Autonomy, with a mean score of 4.51 and a substantial
positive correlation with motivation (r 0.686), was
identified as the most critical determinant of students' overall
motivation. This underscores the pivotal role of fostering
autonomy in educational contexts, emphasizing the need to
empower students by granting them greater agency in making
decisions about their learning processes, including the
selection of task formats and the determination of assignment
deadlines.

Competence, with a mean score of 4.17 and a moderate
positive correlation with motivation (r= 0.520), also emerged
as a significant factor in sustaining motivation. The moderate
mean value indicates that while students exhibit a reasonable
level of confidence in their abilities, there is potential for
enhancement. Strategies such as providing consistent,
constructive feedback and ensuring access to supplementary
learning resources could further strengthen their sense of
competence.

Relatedness, with a mean score of 4.12 and the lowest
correlation with motivation (r = 0.479) among the three
factors, was found to be the least influential variable in
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predicting motivation. Nonetheless, its role should not be
underestimated, as fostering a sense of connection and
belonging remains a vital component of a holistic approach
to motivation enhancement.

This indicates that students experience insufficient
connection with instructors and peers in the context of online
learning. Despite the lower correlation, this variable still
influences motivation and requires improvement through
fostering social interactions in the educational environment.

Students’ overall motivation has a mean value of 4.29,
suggesting that students are generally motivated in online
learning conditions, though there is significant room for
improvement. Enhancing autonomy and competence, as well
as fostering a sense of relatedness, will help achieve a higher
level of engagement and academic success.

Based on the results, we have developed the following
recommendations to increase student motivation. To improve
motivation in online learning, it is essential to address the
satisfaction of all three basic psychological needs: autonomy,
competence, and relatedness.

1) To foster greater learmner autonomy, it is imperative to
grant students increased agency in managing their educational
trajectories. This encompasses allowing them to select
preferred formats for task completion—such as essays,
presentations, or projects—providing flexibility in deadline
management, and offering the opportunity to explore
supplementary topics of interest. For instance, the integration
of project-based learning methodologies can empower
students to independently choose tasks and devise
personalized  problem-solving  strategies.  Enhancing
autonomy not only augments intrinsic motivation but also
cultivates critical decision-making competencies, thereby
aligning with the principles of self-determination theory and
experiential learning frameworks.

2) To enhance students' self-efficacy, it is essential to
equip them with appropriate tools and support mechanisms.
This can include providing regular, constructive, and detailed
feedback on their performance to guide improvement.
Additionally, offering structured, step-by-step instructions for
complex tasks and incorporating brief practical exercises or
formative assessments enables students to evaluate their
understanding before engaging with more challenging
assignments. These measures reinforce a sense of
competence, which, according to self-determination theory,
significantly contributes to increased motivation and
improved academic outcomes.

3) To foster a stronger sense of relatedness, it is essential
to enhance the quality of social interactions between students
and instructors. This objective can be achieved through the
integration of collaborative activities such as group projects,
virtual discussions, and informal networking opportunities.
For example, organizing weekly virtual "coffee chats" or
team-based quizzes can facilitate a greater sense of belonging
within the learning community. Moreover, fostering an
environment of openness and approachability among
instructors is critical, as it enables students to seek guidance
and support when needed. These measures are particularly
effective in mitigating the feelings of isolation commonly
associated with online learning contexts.
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4) To enhance overall student motivation, educators
should design courses that simultaneously promote
intellectual growth, foster a supportive environment, and offer
challenges aligned with students' competency levels. The
integration of gamification strategies—such as leaderboards,
achievement badges, and optional bonus assignments—can
significantly increase engagement and drive motivation. A
critical factor in this approach is achieving an optimal balance
between challenge and support to prevent disengagement
caused by boredom or undue cognitive overload.

IV. LIMITATIONS

This study has limitations that should be considered when
interpreting the findings. The sample was limited to students
from a single university and its regional branches, which may
restrict the generalizability of the results. In addition, self-
report questionnaires may introduce response bias. Data
collection was conducted online, limiting control over survey
conditions. Future studies could expand the sample and apply
mixed research methods

V. CONCLUSION

The shift to online learning prompted by the COVID-19
pandemic has underscored the critical importance of
investigating student motivation within the digital education
landscape. This article explores the fundamental
psychological needs of autonomy, competence, and
relatedness, as outlined by Self-Determination Theory (SDT),
which are pivotal for sustaining motivation. The findings
demonstrate that fostering conditions that satisfy these needs
enhances student engagement and academic achievement.
Key recommendations include providing students with greater
autonomy in selecting educational activities, delivering
consistent and constructive feedback, and facilitating
meaningful interactions within the learning community. These
strategies can guide educators and academic administrators in
redesigning educational programs to meet the unique
challenges of the online environment, thereby making them
more effective and student-centered. Looking forward, it is
imperative to establish robust criteria for selecting participants
in quantitative and qualitative research and to direct
significant attention to studies grounded in SDT. This
framework remains one of the most heuristic approaches due
to its explanatory power, predictive capabilities, and practical
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applicability. Additionally, it would be valuable to conduct
studies dedicated to cross-comparisons of motivation
assessments between instructors and students, as well as to
adapt theories and methodologies for online learning in higher
education.
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Abstract— This study investigates the seasonal soil
heave and freezing depth characteristics in the cold cli-
matic conditions of Mongolia, focusing on the experimen-
tal site located within the premises of Mongol Koosen
Technology College. The research aims to obtain contin-
uous field data on soil frost heave, ground temperature
variation, groundwater level changes, and freezing index
values in order to better understand soil deformation
processes and their engineering implications. A combina-
tion of geodetic leveling measurements, subsurface tem-
perature sensors installed at various depths (0.1-5 m),
groundwater level and temperature monitoring, grain-
size analysis, natural moisture determination, and labo-
ratory density tests were conducted. Additionally, freez-
ing indices for the past ten years were calculated using
2-point, 8-point, 12-point, and 24-point air-temperature
methods to compare the annual severity of freezing con-
ditions.

The results indicate that seasonal frost heave began
developing from mid-November, with maximum upward
displacement reaching 7 mm during the coldest period.
Ground temperature measurements show that shallow
layers (0.1-0.5 m) respond strongly to atmospheric tem-
perature fluctuations, transitioning to subzero values in
winter, while deeper layers (3—5 m) remained thermally
stable. The freezing depth was determined to reach ap-
proximately 1.6 m from the ground surface. Groundwa-
ter temperature decreased with depth, consistent with
permafrost-influenced conditions. Soil analysis shows a
gravelly—sandy texture with minimal clay content, sug-
gesting low moisture retention and a relatively lower sus-
ceptibility to frost heave compared to fine-grained soils.

Overall, the collected data provide an essential basis
for predicting soil deformation processes in cold regions
and for improving engineering design considerations for
foundations, roads, and infrastructure constructed on
seasonally freezing soils in Mongolia.

Keywords—frost heave, seasonal freezing depth,
ground temperature, freezing index, ground water fluctu-
ations
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I.  INTRODUCTION

Cold climate regions such as Mongolia experience sig-
nificant engineering challenges due to seasonal soil freezing
and thawing processes. During winter, the penetration of low
temperatures into the ground leads to frost heave, while the
subsequent thawing during warmer months results in soil
settlement. These cyclic deformations can cause substantial
damage to infrastructure, including foundations, pavements,
and embankments. Understanding the mechanisms and ex-
tent of these soil changes is therefore essential for designing
durable structures in cold environments.

Previous studies in Mongolia and other cold regions have
emphasized the influence of soil type, groundwater condi-
tions, climatic severity, and thermal regimes on frost-related
deformation. However, long-term, site-specific monitoring
data remain limited, particularly for urban and semi-urban
areas where infrastructure development is rapidly increas-
ing. Reliable field data are crucial for improving predictive
models and establishing engineering design parameters such
as frost heave potential, freezing depth, and freezing index.

To address this gap, the present study conducts compre-
hensive field measurements at the Mongol Koosen Technol-
ogy College research site. The investigation focuses on mon-
itoring soil heave, ground temperature variation at multiple
depths, groundwater level and temperature changes, and cal-
culating the freezing index using various temperature-based
methods. Laboratory analyses, including grain-size distri-
bution, natural moisture content, and particle density tests,
complement the field data to characterize the soil’s physical
properties.

By integrating long-term environmental observations
with laboratory soil characterization, this research aims to
provide fundamental insights into soil behavior under freez-
ing conditions in Mongolia. The findings contribute to im-
proved engineering assessments, enabling more accurate
predictions of seasonal soil deformation and supporting the
development of resilient infrastructure in cold regions.



Bulgan Daalkhai CITI Science Nel(9) (2025) 34-34
II. LITERATURE REVIEW 1. METHODOLOGY
A. International Studies on Frost Heave and Freezing A.  Measuring Frost Heave by Geodetic Surveying

Depth

Soil freezing and frost heave have been extensively stud-
ied in cold and permafrost regions due to their significant
impact on infrastructure performance (Dashjamts, 2019).
Early theoretical foundations were established by research-
ers, who identified ice lens formation and water migration
as the primary mechanisms responsible for frost heave in
fine-grained soils. Later studies by Miller (1972) and Konrad
and Morgenstern (1980) further refined the understanding of
thermodynamic and hydraulic processes governing ice seg-
regation under freezing conditions.

In North America and Northern Europe, numerous ex-
perimental and analytical investigations have focused on the
relationship between soil type, moisture availability, freez-
ing rate, and frost susceptibility. Andersland and Ladanyi
(2004) summarized that silts and silty sands exhibit the high-
est frost heave potential, while coarse-grained soils with low
fines content are generally less susceptible, consistent with
soil mechanics principles described by Dashjamts (2019).
Field monitoring studies conducted in Canada, Sweden, and
Finland demonstrated that seasonal freezing depth is strong-
ly correlated with the freezing index, snow cover thickness,
and soil thermal properties, a concept also applied in Mon-
golia using national meteorological datasets (National Agen-
cy for Meteorology and Environmental Monitoring, 2024)

Recent studies have increasingly relied on numerical
modeling and long-term field instrumentation. Research-
ers have applied coupled heat-moisture transfer models to
predict frost penetration depth and heave magnitude under
changing climatic conditions (Hansson et al., 2004; Zhou
et al., 2018). These studies highlight that climate warming
may reduce freezing depth in some regions, while increased
temperature variability can intensify freeze—thaw cycles,
leading to higher risks of pavement and foundation damage.

B.  Research in Permafrost Regions

In permafrost-dominated regions such as Siberia, Alaska,
and the Tibetan Plateau, studies emphasize the interaction
between seasonal frost and underlying permafrost layers.
Tsytovich (1975) and Yershov (1998) reported that perma-
frost acts as a thermal barrier, limiting geothermal heat flow
and stabilizing deeper ground temperatures. Field observa-
tions confirm that groundwater temperature often decreases
with depth in continuous permafrost zones, contrasting with
conditions in non-permafrost areas.

Engineering-focused research in these regions has
addressed frost-related deformation of foundations, em-
bankments, and pipelines. Mitigation measures such as
thermal insulation layers, ventilated embankments, and
non-frost-susceptible materials have been widely studied
and implemented (Doré¢ & Zubeck, 2009). These findings
provide valuable references for countries like Mongolia,
where permafrost and seasonally frozen ground coexist.
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In this measurement, the elevation of one fixed reference
point and three measurement points within the premises of
“Mongol Kosen” Technology College were recorded. The
elevation differences between the fixed point and the three
variable points were measured weekly using a leveling in-
strument, and the data were used to generate graphs illustrat-
ing frost heave behavior.

B.  Groundwater Level and Temperature Measurement

The groundwater level was measured using a hand-made
device lowered into a 16-meter-deep PVC borehole creat-
ed by rotary drilling. A weight and float were inserted into
the borehole; when the float contacted the water surface, the
string was gently pulled upward. The depth to the water sur-
face was determined by measuring the distance between the
marked string point at the borehole rim and the attachment
point of the float.

Groundwater temperature was measured by lowering
a temperature sensor into the same 16-meter borehole at
depths of 5 m, 8 m, 10 m, and 15 m. A thermometer was
connected to the sensor to record temperature readings at
each depth.

C. Sensors Installed in Soil Layers
Three boreholes were equipped with temperature sensors
at the following intervals:

Borehole 1: Sensors placed at 10 cm intervals from
0.]lmto1m

Borehole 2: Sensors placed at 50 cm intervals from
0.5mto2.5m

Borehole 3: Sensors placed at 50 cm intervals from
0.5mtoS5m

These sensors continuously recorded temperature varia-
tions at different soil depths.

D.  Freezing Index

The freezing index represents the severity and depth of
seasonal frost penetration. It is determined based on accu-
mulated negative air temperatures and is widely used to es-
timate frost depth and evaluate frost-related risks. Using the
10-year air temperature dataset (2015-2025) obtained from
the National Agency for Meteorology and Environmental
Monitoring, the freezing index was calculated using the fol-
lowing methods:

2-point method: Sum of the daily maximum and min-
imum temperatures

8-point method: Sum of air temperatures recorded ev-
ery 3 hours

12-point method: Sum of air temperatures recorded
every 2 hours

24-point method: Sum of hourly air temperatures
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These methods allow comparison of freezing severity
across different years and climatic conditions.

IV. RESULTS AND DISCUSSION

This section presents the results obtained from field
measurements, sensor data, laboratory analyses, and freez-
ing index calculations, followed by an integrated discussion
of their implications. The findings provide insight into the
seasonal thermal behavior of the soil, the extent of frost pen-
etration, and the mechanical response of the ground under
cold-climate conditions. By comparing multiple datasets—
such as soil temperature profiles, groundwater characteris-
tics, frost heave measurements, and particle size distribu-
tion—this section aims to explain the interactions between
climatic factors and soil processes within the study area.

A. Determination of Frost Heave by Geodetic Measure-
ment

Weekly leveling surveys conducted from August 19,
2024, to April 2025 show the elevation changes of the three
measurement points relative to the fixed benchmark. The
results indicate that soil surface deformation corresponds
closely with seasonal temperature variation. Notably, frost
heave increased significantly during January, reaching up
to 7 mm, while subsidence occurred during periods of high
rainfall in August, reaching —4 mm.

These magnitudes fall within the allowable tolerance
specified in the Mongolian construction standard BNbD
2.02.01-94, which permits elevation deviations of up to =10
mm. This confirms that the observed heave and settlement
are within natural seasonal limits.

Elevation (mm)

©,8.,959 9. 9,9 % dp dp Y 9 9y 0y g o ta Tt B tn dn B R R D B S ST T T T
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Fig. 1.Ground elevation comparison

B.  Groundwater Level

Groundwater levels showed fluctuations but did not
demonstrate a clear correlation with soil heave or tempera-
ture. Seasonal precipitation and infiltration patterns are like-
ly influencing the observed variability. Due to multiple con-
tributing factors, including soil permeability, rainfall, and
evaporation rates, the current data are insufficient to form
a definitive cause-effect relationship. Additional long-term
monitoring and hydrological modeling would be required
for stronger interpretation.
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C.  Groundwater Temperature

Temperature measurements indicate that groundwater
becomes colder with increasing depth, which is consistent
with the influence of continuous permafrost in Mongolia.
Unlike non-permafrost regions where groundwater typically
becomes warmer at depth, the permafrost layer restricts heat
transfer and prevents geothermal warming. The results con-

Groundwater temperature

Temperature[°C]

—5M —8mM —10Mm

Fig. 2. Groundwater temperature

firm that the deeper groundwater temperature remains stable
throughout the year, indicating minimal influence from at-
mospheric temperature changes.

D.  Soil Temperature
Temperature sensors installed in the boreholes recorded
significant differences between shallow and deep soil layers:

* Soil layers at 0.1 m to 0.5 m responded rapidly to at-
mospheric cooling, reaching subzero temperatures in
early winter.

e At depths greater than 3 m to 5 m, seasonal tempera-
ture change was minimal or nonexistent.

*  The maximum seasonal frost penetration reached ap-
proximately 1.6 m.

This demonstrates that temperature effects weaken with
depth, and the lower soil layers remain thermally stable,
confirming the presence of a permafrost-influenced thermal
regime.

Soil temperature at 0.5 m depth
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V. CONCLUSION

This study investigated seasonal frost heave, soil tem-
perature variation, groundwater characteristics, and soil
properties within the premises of “Mongol Kosen” Technol-
ogy College. The results provide a comprehensive under-
standing of the thermal and mechanical behavior of the soil
under cold-climate conditions.

The monitoring data confirmed that soil frost heave and
settlement occur naturally with seasonal temperature chang-
es, with a maximum heave of 7 mm in winter and a settle-
ment of -4 mm during periods of high rainfall. These defor-
mations fall within the allowable limits specified by national
construction standards, indicating that the observed ground
movements do not pose immediate structural risks.

Soil temperature measurements demonstrated that shal-
low soil layers react quickly to atmospheric temperature,
while deeper layers remain thermally stable. The maxi-
mum frost penetration depth reached approximately 1.6 m,
consistent with the influence of continuous permafrost in
Mongolia. Groundwater temperature remained nearly con-
stant throughout the year and decreased with depth, further
supporting the presence of a permafrost-controlled thermal
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